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GUIDELINES

FOR

ENTREPRENEURS

PREVENTIVE MEASURES

Actions of entrepreneurs, which may lead to the restriction of remote banking services, such as Internet banking, online banking services, or refusal to perform an operation / conclude a bank account agreement

INSTRUCTIONS

Actions of entrepreneurs that must be performed to determine the reasons for the refusal of an operation / conclusion of a bank account agreement
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REASONS FOR DEVELOPING

THE GUIDELINES

EASING OF TENSIONS IN THE ISSUES OF APPLICATION OF “ANTI-LEGALIZATION” MEASURES BY BANKS

IMPROVING THE EFFICIENCY (TRANSPARENCY) OF INTERACTION BETWEEN ENTREPRENEURS AND BANKS

RAISING AWARENESS OF ENTREPRENEURS ABOUT THE WORK OF THE INTERDEPARTMENTAL COMMISSION UNDER THE BANK OF RUSSIA

	TERMS
	YOU ARE A PRUDENT ENTREPRENEUR

	01
	

	REFUSAL OF AN ACCOUNT TRANSACTION
	the bank informs that within the prescribed period (Article 863 of the Civil Code of the Russian Federation) a specific customer instruction for a transaction will not be executed / the instruction (the transaction) has been denied

	02
	

	REFUSAL TO CONCLUDE A BANK ACCOUNT (DEPOSIT) AGREEMENT
	the bank informs that an application of a potential customer for a bank account (deposit) agreement would not be satisfied

	03
	

	SUSPENSION OF OPERATIONS
	non-fulfillment by the bank of a customer’s instruction with a duration of up to 5 business days (except for cash transfer transactions) in cases established by Federal Law No. 115-FZ Concerning Counteracting Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism ( hereinafter - Federal Law No. 115-FZ) dated August 07, 2001

	04
	

	REMOTE BANKING SERVICES (RBS)
	technologies for the provision of services on the basis of customer instructions transmitted via computer or telephone networks, i.e. without the personal presence of the customer in the bank (for example, Internet banking, online banking services, etc.)


ATTENTION! THIS DOES NOT CONCERN YOU! - THIS CONCERNS THOSE INVOLVED IN EXTREMIST ACTIVITIES OR TERRORISM OR INCLUDED IN THE LIST OF ORGANIZATIONS AND INDIVIDUALS IN RESPECT OF WHOM THERE IS INFORMATION ABOUT THEIR INVOLVEMENT IN THE PROLIFERATION OF WEAPONS OF MASS DESTRUCTION

	05
	

	BLOCKING (FREEZING) UNDER FEDERAL LAW No. 115-FZ
	freezing (blocking) of cash and non-cash funds, book-entry securities or property – a ban imposed on property owners, organizations conducting operations with monetary funds or other property, other individuals and legal entities with regard to operations with property owned by an organization or an individual included in the list of organizations and individuals for which they have information about their involvement in extremist activities or terrorism, or list of organizations and individuals in respect of whom there is information about their involvement in the proliferation of weapons of mass destruction, or an organization or individual in respect of whom there are reasonable grounds to suspect them of involvement in terrorist activities (including the financing of terrorism) in the absence of grounds for such listing
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	LIST OF PERSONS AGAINST WHOM MEASURES WERE TAKEN TO COUNTER THE LEGALIZATION (LAUNDERING) OF PROCEEDS FROM CRIME AND THE FINANCING OF TERRORISM (HEREINAFTER – AML/CFT) (THE SO-CALLED “DENIED PERSONS” LIST)
	information on cases of refusal to conduct a transaction / conclude a bank account (deposit) agreement and/or termination of a bank account (deposit) agreement with a customer on the basis of reports of banks communicated to banks by the Bank of Russia as provided for in Federal Law No. 115-FZ


	07
	

	AML/CFT MEASURES
	blocking (freezing) of monetary funds or other property, suspension of transactions with monetary funds or other property, refusal to conduct a transaction / conclude a bank account (deposit) agreement

	08
	

	CUSTOMER RISK PROFILE (LEVEL)
	result of the classification by a bank of its customers taking into account the risk criteria according to which the assessment of the profile (level) of risk of their operations for the purpose of legalization (laundering) of proceeds from crime and financing of terrorism (hereinafter –ML/FT) is carried out
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	INTERDEPARTMENTAL COMMISSION UNDER THE BANK OF RUSSIA (IDC)
	a peer structure (composed of representatives of the Bank of Russia and Rosfinmonitoring) created under the Bank of Russia to assess the validity of decisions of financial organizations to refuse a transaction / to conclude a bank account (deposit) agreement
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	TRANSACTIONS SUBJECT TO MANDATORY CONTROL (TSMC)
	transactions with monetary funds or other property as listed in Article 6 of Federal Law No. 115-FZ

	11
	

	SUSPICIOUS (SHADY) TRANSACTIONS
	operations carried out by bank customers having one or a combination of the following characteristics: unusual nature of transactions; lack of obvious economic meaning and obvious legitimate goals that may be carried out for disinvestment, financing grey imports, transferring funds from non-cash to cash, and subsequent tax evasion, as well as financial support for corruption and other illegal purposes


	WHAT THE BANK MAY DO IN CASE OF SIGNS OF SUSPICIOUS (SHADY) TRANSACTIONS AND/OR TSMC?
	Request (additionally request) documents and information from the customer (for example, about the transaction, source of funds, counterparties, the substance of business, etc.), use other sources of information.

Establish a deadline for submitting the requested documents and information (in accordance with the terms of the concluded agreement and the internal regulations of the bank).

Invite the customer to the bank for a working meeting for an oral explanation.

Visit the place of business of the customer.

Make recommendations regarding the transaction.

Make a decision on the revision of the customer  risk profile (level).

	BANK ACTIONS UPON EXPIRATION OF THE PERIOD OF REVIEW OF RECEIVED DOCUMENTS AND INFORMATION
	Decide to refuse the transaction and report to Rosfinmonitoring accordingly.

Decide to qualify the transaction as suspicious and/or TSMC and report to Rosfinmonitoring accordingly, but conduct the transaction.

Decide to revise the customer risk profile (level).

	WHAT ACTIONS THE BANK MAY CARRY OUT AGAINST A CUSTOMER OF AN INCREASED RISK PROFILE?
	Restrict (limit) RBS (Internet bank) and the use of bank cards.

Conduct enhanced financial monitoring in relation to the customer, including requesting documents and information on each ongoing transaction.


GENERAL

RECOMMENDATIONS

TIMELY REPORT THE BANK AND THE FEDERAL TAX SERVICE OF RUSSIA ABOUT CHANGES
(OKVED (Russian National Classifier of Types of Economic Activity), founders, director, address of actual place of business, etc.)

CHECK RECORDS ABOUT THE PLACE OF YOUR REGISTRATION MADE BY THE FEDERAL TAX SERVICE OF RUSSIA IN THE UNIFIED STATE REGISTER OF LEGAL ENTITIES

The FTS of Russia verifies the address of registration of an entrepreneur by sending a letter. If there is no response to the letter of the FTS of Russia within 6 months, the FTS of Russia has the right to liquidate the entrepreneur. Preliminary, the FTS of Russia makes a record of unreliable information in the Unified State Register of Legal Entities (USRLE). In this case, contact the FTS of Russia to remove the specified record from the USRLE

FILL IN PAYMENT DOCUMENTS IN DETAIL

Please specify payment details as fully as possible - not just “under invoice / contract No. ...”, but specifically the types of goods/works/services and contracts which provide for such calculations, and ask your counterparties to do the same

SUBMIT DOCUMENTS IN DUE TIME AT THE REQUEST OF THE BANK

Do not ignore bank requests, but promptly submit the necessary information. When a bank asks for contracts, submit not only the contracts themselves, but also supplementary agreements thereto, specifications, consignment notes and other documents constituting grounds for a transaction. Send detailed written explanations about the scheme and peculiarities of business (if any) in order to maximally reveal the economic essence of certain transactions

DO NOT SPLIT YOUR BUSINESS INTO MANY DIFFERENT COMPANIES AND INDIVIDUAL ENTREPRENEURS

(asset holder, contract holder, procuring company, selling company, company with the staff assigned, etc.).

Business splitting signals the schemes aimed at minimizing the tax base and possible tax crimes (one of the predicate offenses for Federal Law No. 115-FZ)

FREQUENT DELUSIONS

OR HOW IT ACTUALLY WORKS

BANKS are not investigative agencies. It’s not their task to prove the fact of ML/FT actions of the customer. The function of banks is to exercise control by assessing the risk profile of customers (potential customers), including in order to ensure transparency of operations, collect and record information about them, identify operations SUSPECTED of ML/TF signs, and to inform the authorized agency (Rosfinmonitoring) about such operations, as well as to take measures in order to prevent such operations

THE BANK IS NOT INTERESTED IN removing suspicions at its level, therefore, regarding suspicious transactions, the bank requests the customer (potential customer) accordingly and hopes that the analysis of supporting documents submitted by the customer (potential customer) and the examination of the “more detailed portrait of the customer” will dispel such suspicions

INSTRUCTIONS – ACTIONS OF THE ENTREPRENEUR

	GREEN SPACE
	RECOMMENDATIONS

	QUESTION:

I can’t log into my Internet bank account. I think that I was blocked. What’s happening?*

ANSWER:

Contact your bank via the call center of the bank, call your personal manager or visit your bank branch.


	*Restrictions of RBS (Internet bank) may not be related to the decision of the bank on the grounds provided for by Federal Law No. 115-FZ (recognition of customers’ transactions as suspicious (shady). Termination of RBS is not a refusal of a transaction, but merely represents a limitation of this transaction...

	QUESTION:

I received a “message”/“notification” from the bank (in a chat, by letter, etc.) requesting specific documents. The bank requested a list of documents citing Federal Law No. 115-FZ. Does it have that right to do so? The bank requested “too many” documents.

ANSWER:

The bank requests documents necessary for the correct qualification of the transaction (including in order to remove concerns about its possible doubtfulness). The bank does so according to its internal regulations, including the rules of internal control.
	In accordance with their internal documents and terms of concluded contracts, banks determine independently the list and composition of the requested documents and information, the deadlines for their submission and consideration in different cases (selective or constant inspection of all customers).

This is the standard procedure of any bank in relation to any of the customers as part of their financial monitoring duties

	
	Some industries (retail, construction, operations with precious metals, etc.) require more careful attention in banking practice.


	YELLOW SPACE
	RECOMMENDATIONS

	QUESTION:

I logged into my Internet bank account and cannot make a payment / transfer funds. The status of a specific operation* is “suspended”. The operation has not been performed?

I assumed the bank blocked my account. What’s happening?

ANSWER:

Perhaps, your specific operation has been denied or RBS has been limited. You have not been blocked because blocking is another thing (see “Terms”).

The bank is now deciding whether to conduct a specific operation in question, based on the available information, or is considering the documents requested from you, which are necessary to remove concerns about the possible doubtfulness of your operations.


	*The bank may request any documents (in accordance with Federal Law No. 115-FZ)

	
	In accordance with their internal documents and terms of concluded contracts, banks determine independently the list and composition of the requested documents and information, the deadlines for their submission and consideration in different cases (selective or constant inspection of all customers).

This is the standard procedure of any bank in relation to any of the customers as part of their financial monitoring duties

	QUESTION:

What are the deadlines for submitting documents requested by the bank?

ANSWER:

In order to resolve questions raised by the bank with regard to an operation or an application for a bank account (deposit) agreement, the bank needs to obtain the necessary documents from you regarding the specific operation and the agreement. Try to submit them within the deadlines set by the bank. If documents are not submitted on time (or you fail to notify the bank of the deadlines for submission), the bank may refuse to conduct an operation or conclude an agreement and report to Rosfinmonitoring.
	The Customer Service of your bank may invite you for an oral conversation and explanations of the documents submitted.


	QUESTION:

The bank did not request any documents, though the operation was not executed / the bank account (deposit) agreement was not concluded. What does this mean?

ANSWER:

This means that the bank may have decided to refuse a transaction / a bank account (deposit) agreement due to the suspicion that the purpose of the transaction / conclusion of an agreement with the bank is ML/FT*.

There may be other reasons for the failure of the transaction (for example, incorrect execution of payment documents).

QUESTION:

What if the transaction has not yet been executed / the bank account (deposit) agreement has not yet been concluded**. Whereupon:

I submitted all the documents requested by the bank;

did not submit the documents requested by the bank;

the bank did not request documents.

ANSWER:

You need to FIND OUT the reasons for refusal by sending a request / application to the bank for information on the reasons that led to the bank’s refusal to conduct a transaction / conclude a bank account agreement, with reference to paragraph 13.4 of Article 7 of Federal Law No. 115-FZ. (Sample text: “Please inform the reasons that gave rise to the refusal to conduct a transaction / open an account ...”)

After receiving information about the reasons for refusal, if the bank has not requested documents, you need to provide the bank with documents about the absence of grounds for such refusal (at your discretion).
	*When making a decision to refuse an operation / bank account (deposit) agreement, the bank is obliged to send a corresponding message to Rosfinmonitoring

**The bank is not obliged to inform the customer about the refusal to conduct a transaction / conclude a bank account (deposit) agreement, if the corresponding request was not received from the customer

The Customer Service of your bank may invite you for an oral conversation and explanations of the documents submitted

In accordance with Guidelines No. 5-MR dated February 22, 2019, the bank provides the customer with information to the extent sufficient to enable such customer to use it in the implementation of the customer rehabilitation mechanism


	RED SPACE
	RECOMMENDATIONS

	QUESTION:

What to do, if:

I did not submit the requested documents to the bank within the deadlines.

I probably did not submit all the documents and I understand that the bank did not conduct the transaction / did not conclude the bank account (deposit) agreement.

I did not have the requested documents available and I need more time to collect them. Will I be able to submit documents later?

ANSWER:

Failure to submit the requested documents and information to the bank may be grounds for refusing to conduct a transaction / conclude a bank account (deposit) agreement. At this stage, information about the refusal to conduct a transaction / conclude a bank account agreement is sent to Rosfinmonitoring.

Only upon reviewing the earlier submitted and missing documents (the absence of which led earlier to the primary refusal) the bank has the right to decide on the elimination of the grounds on which the bank earlier decided to refuse the transaction, and report to Rosfinmonitoring accordingly.

If the bank has sent you a response about the impossibility to reconsider its decision to refuse on the basis of the documents submitted by you, but you are convinced that this decision of the bank is not justified, you need to contact the IDC.
	In accordance with their internal documents and terms of concluded contracts, banks determine independently the list and composition of the requested documents and information, the deadlines for their submission and consideration in different cases (selective or constant inspection of all customers).

This is the standard procedure of any bank in relation to any of the customers as part of their financial monitoring duties

The bank is obliged to consider the documents and/or information submitted by the customer and to inform the customer, no later than 10 business days from the date of their submission, about the elimination of the grounds on which it decided earlier to refuse or not to eliminate the relevant grounds based on the documents and/or information provided by the customer

Within one day after deciding on the elimination of the grounds on which the bank has earlier decided to refuse to conduct a transaction / conclude a bank account (deposit) agreement, the bank is obliged to report to Rosfinmonitoring accordingly


	QUESTION:

What should I do if, on the basis of my application, I received a response from the bank “about the impossibility of eliminating the grounds on which the decision to refuse was earlier made”?*

ANSWER:

You need to contact the IDC**.

QUESTION:

 I submitted an application to the IDC with all the documents, and I received a refusal to consider my application on the merits.

ANSWER:

Probably, you:

have not followed the prescribed procedure (you should have applied to the IDC before submitting your application for revising the decision to refuse to the bank).

Have applied to the IDC to resolve a situation that is not within its competence (limitation of RBS, refusal to issue/reissue a bank card, lack of information about a specific operation).

Have not attached a response from the bank to your request and a copy of the request itself to the documents.

The set of documents does not comply with Bank of Russia Ordinance No. 4760-U.


	*The bank’s response “about the impossibility of eliminating the grounds on which the decision to refuse was earlier made” must be IN WRITTEN FORM, and it can be received via RBS.

**You need to attach the following documents to the application to the IDC:

- appeal/application to the bank and, accordingly, the bank’s response (without the bank’s response “about the impossibility of eliminating the grounds on which the decision to refuse was earlier made”, documents are not accepted by the IDC for examination on the merits);

- documents and information as established by the annexes to Bank of Russia Ordinance No. 4760-U (including those documents that you submitted to the bank in order to eliminate the grounds on which the decision to refuse was earlier made).

Ways of applying to the IDC:

- via Bank of Russia Online Reception “File a complaint / Banking services (show all) / Appeal to the Interdepartmental Commission / Refusal to conduct a transaction or Refusal to conclude a bank account (deposit) agreement;

- by Post of Russia to the address: 12 Neglinnaya St., Moscow, 107016;

- by submitting documents to the Dispatch Department of Bank of Russia at the address: 3 Sandunovsky Lane, Bld. 1, Moscow.

See more information on the website of Bank of Russia (www.cbr.ru).

The Commission considers the appeal within 20 business days from the date of receipt of the documents by Bank of Russia.


	QUESTION:

I sent the documents to the IDC. How and what answer can I get?

ANSWER:

The decision of the IDC is sent in the manner in which you sent the application. The IDC may sent:

The decision to revise the bank’s decision to refuse (in favor of the customer).

The decision on the impossibility of revising the bank’s decision to refuse (in favor of the bank).

QUESTION:

What should I do if I received a message about the decision of the IDC on the impossibility of revising the bank’s decision to refuse?

ANSWER:

Make sure that you did not have new circumstances (documents) during this period that were not presented to either the bank or the IDC.

You have the right to apply to the bank with a new set of documents confirming the change of circumstances that served as the basis for the refusal, or to appeal against the actions of the bank in a judicial procedure.

QUESTION:

In the course of consideration of my appeal by the IDC, I found new documents. What should I do?

ANSWER:

You may apply to the bank with a new set of documents confirming the change of circumstances that served as the basis for the refusal, or to appeal against the actions of the bank in a judicial procedure.


	The Interdepartmental Commission reports the decision to the applicant (bank’s customer) and to the bank that made the decision to refuse to conduct a transaction / conclude a bank account agreement

The bank is obliged to report to Rosfinmonitoring within one day after receiving information on the decision by the IDC in favor of the bank’s customer.

Rosfinmonitoring transmits aggregated information to Bank of Russia.

Bank of Russia distributes the information to all financial organizations.

IDC’s decision on rehabilitation in one case of refusal in one bank does not apply to other cases concerning the same customer
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