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CONTRACT OF ACCESSION
for remote service
in the "Internet banking" system
(for legal entities)

This Agreement for Remote Service in the Internet Banking System is an agreement of accession and defines the standard conditions for remote service in the Internet Banking System for Legal Entities (hereinafter referred to as the Agreement).
The Client accepts the terms of the Agreement by signing an application in the form established by the Bank. The signature of the Client or his representative means that the Client is familiar with and agrees to the terms of the Agreement and accepts them by joining the Agreement posted on the Bank's website -www.icbcalmaty.kz.
Joint Stock Company "Industrial and Commercial  Bank of China(Almaty)", represented by the Chairman of the Board, acting on the basis of the Charter, hereinafter referred to as the "Bank" on the one hand, and a legal entity that is the Client, hereinafter referred to as the "Client", on the other the parties (hereinafter, when jointly referred to as the "Bank" and "Client" are referred to as the "Parties"), have concluded this Agreement as follows:

TERMS AND DEFINITIONS
"Internet banking" (System)- a software package (including software) that allows the provision of electronic banking services in accordance with the agreement via the Internet through the Bank's web portalwww.icbcalmaty.kz
Token- a device for generating one-time confirmation codes, designed to ensure the information security of the Client (user), is used to identify its owner, secure remote access to information resources.
Electronic payment services- electronic banking services related to making payments and money transfers, and performing other types of banking operations that are not related to information banking services.
Information banking services- electronic banking services related to the provision by the Bank to the Client of information on the balances and movements of money in his bank accounts, on payments made, money transfers, and other information on banking services.
Conversion- the possibility of free exchange of monetary units of one state for the monetary units of another, in the process of carrying out various kinds of foreign economic operations.
Electronic document- a document in which information is presented in electronic - digital form and certified by identification means, drawn up by the Client and not containing distortions and (or) changes made to it after compilation.
Authentication- confirmation of the authenticity and correctness of the preparation of an electronic document by using the security systems established by the Bank.
Login– Client's registration name – a unique set of characters used by the Client to connect to the System during the Authentication procedure.
Password– a set of digital, alphabetic and other characters created to confirm the rights to enter the System for receiving electronic banking services.
Protection system- a set of organizational measures and software and hardware information protection tools designed to identify the Client when compiling, transmitting and receiving electronic documents in order to establish his right to receive electronic banking services and detect errors and / or changes in the content of transmitted and received electronic documents.
User's manual- a document explaining to the Client the procedure for issuing the Client's electronic documents, transferring them using the Internet Banking System, as well as other requirements that are essential for the Parties to fulfill the terms of this Agreement.
Remote maintenance– provision by the Bank to the Client of electronic banking services in the System.
Client– A legal entity using the services of the Bank.
Bank website- official Internet resource of the Bank -www.icbcalmaty.kz.
Operation day(time) – a period of time set by the Bank, during which the Bank is open for receiving, processing instructions, orders to suspend the execution of the Client's instructions, as well as for conducting banking and other operations. Information about the Transaction day (time) of the Bank or changes is brought to the attention of the Client by posting the relevant information in the Bank's operating room and/or on the official website of the Bank.
Check– bank account(s) of the Client opened with the Bank, to which the Client has access in the System.
Service Rules- Rules for the provision of electronic banking services for individuals in the JSC “Commercial and Industrial Bank of China in Almaty”, posted on the Bank's website.

1. THE SUBJECT OF THE AGREEMENT
1.1. The subject of this Agreement is the provision by the Bank to the Client of remote banking services on the terms and conditions stipulated by the Agreement.
1.3. By signing the Agreement, the Client confirms that:
1.3.1. familiarized with the Rules on the general conditions for conducting operations in the Commercial and Industrial Bank of China in Almaty JSC, posted on the Bank's website;
1.3.2. received information about the tariffs, limits and other restrictions of the Bank both orally and by self-acquaintance with them on the Bank's website;
1.3.3. familiar with the terms of the Agreement and the conditions for connecting to the Internet Banking System, the operating procedure of the System, security procedures, the User Manual, the Rules for the provision of services, Tariffs, as well as possible risks and liability in case of failure to fulfill obligations under the Agreement.
1.4. List of electronic banking services provided to the Client through the System:
1.4.1. electronic payment services:
- transfers from one account of the Client to another account opened with the Bank in national and foreign currencies (US dollars);
- transfers in favor of third parties in national and foreign currencies (US dollars);
- currency conversion.
1.4.2. information banking services:
- information on availability and numbers of the Client's accounts opened with the Bank;
- tracking the current state of accounts online;
- receipt of statements on accounts opened with the Bank;
- viewing the history of payments/transfers in the archive of payment documents submitted to the Bank,
- view information about the status of payments made.
1.5. This list of services is not exhaustive and may be changed/supplemented by the Bank. Notification of changes in the list of electronic banking services is made by the Bank by posting information on the Bank's website.
1.6. For the provided electronic banking services, the Client pays commissions according to the Bank's tariffs in force on the date of the provision of services (transaction) and posted on the Bank's website (hereinafter - the Tariffs).
1.7. Unless otherwise provided by the agreement with the Client, payment for the service is made by direct debiting the Client's Account, including from the amounts credited to the Client's Account.
2. CONDITIONS FOR CONNECTING TO THE SERVICES
2.1. To receive electronic banking services through the System, the Client must:
- open a bank account;
- conclude this Agreement;
- use software and technical equipment that meets the following parameters:
· operating system of the Windows 7 family and above or macOS X 10.9 and above;
· Internet;
· Internet browser - Internet Explorer 8.0 and above, Firefox27.0 and above, Safari 10.9 and above, Chrome V29 and above.
2.2. To connect to the System, the Bank, during the operational day of receiving the application, registers the Client as a user remotely via the Internet on the Bank's website www.icbcalmaty.kz, and issues a Login and a device Token with key information (number and activation code of the Token). For Registration, the Bank performs a set of actions aimed at obtaining a Password and entering the received Password in the System.
2.3. The Token device is intended for entering the System and is considered transferred by the Bank to the Client from the moment of signing the act of accepting the transfer of the Token.
To enter the System, the Client enters a login and password.
After completing the registration of the Client and entering the System, the Client undertakes to change the password for access to the System and comply with the security procedures established in the Rules for the provision of services.
2.4. Issuance/replacement of the Token in case of its loss (theft) or damage is carried out by the Bank in accordance with the Bank's Tariffs on the basis of a written application of the Client, established in the form of the Bank.
2.5. When providing electronic banking services to the Client, the Bank performs the Client Identification and Authentication.


3. GENERAL CONDITIONS AND SERVICE TERMS
3.1.The system is available to the Client around the clock.
3.2. The execution of the Client's instructions in the System is carried out during the Bank's business day, unless other terms are established by the legislation of the Republic of Kazakhstan after the provision of the necessary information and documents provided for by the currency legislation of the Republic of Kazakhstan.
3.3. International money transfers are executed no later than three business days following the day of receipt of the instruction, in compliance with the requirements established by the currency legislation of the Republic of Kazakhstan.
3.4. The transaction day (time) is set by the Bank and can be changed unilaterally. Information about the duration of the operating day (time) and/or its changes is posted on the Bank's website or operating room. If electronic documents, messages, instructions are received in the System by the Bank:
- before the end of the operating time, they are carried out on the same operating day,
- after the end of the operating time, they are carried out on the next operating day.
3.5. In order for the Bank to execute an instruction, the Client is obliged to provide the amount of money necessary for its execution.
3.6. The Bank refuses to execute the instruction within one business day of receiving the instruction indicating the reason for the refusal, and, within the specified period, notifies the Client electronically and/or by telephone.
3.7. In cases stipulated by the legislation of the Republic of Kazakhstan or an agreement concluded with the Client, when providing electronic banking services in a currency other than the account currency, or in a foreign currency, the Bank applies the exchange rate set by the Bank on the date of debiting money from the Client's bank account.
3.8. The Client's instructions (payment documents) on conducting transactions in the System are transmitted to the Bank electronically in the form of electronic documents.
3.9. The Client acknowledges that the receipt by the Bank of electronic documents with the application of security procedures by the Client is legally equivalent to the receipt of paper documents certified by the Client's signature. In this case, the Client is responsible for the content of electronic documents sent to the Bank.
3.10. Confirmation of sending and/or receipt of an electronic document is carried out by the Bank at the request of the Client in electronic form in the System during the business day.


4. RIGHTS AND OBLIGATIONS OF THE BANK
4.1. Obligations of the Bank:
4.1.1. during the business day of receipt of the Application, subject to the conclusion of this Agreement and payment by the Client of the appropriate commissions in accordance with the Tariffs, register the Client as a user in the System, assigning him a login and password;
4.1.2. when providing electronic banking services, identify and authenticate the Client by login, password and serial number of the Client's Token;
4.1.3. execute instructions on the Client's electronic documents, subject to the Client's compliance with the terms of this Agreement, internal regulatory documents of the Bank, security procedures, as well as the requirements of the legislation of the Republic of Kazakhstan;
4.1.4. familiarize the Client with the User Manual and the Rules for the provision of services and ensure unhindered access to them on the Bank's website;
4.1.5. suspend or terminate the provision of electronic banking services to the Client in the cases provided for in Article 8 of the Agreement:
4.1.6. notify the Client about the ongoing technical and preventive work by posting information on the Bank's website no later than 30 (thirty) minutes before the start of work;
4.1.7. notify the Client of all changes and/or additions to the Agreement, the Rules for the provision of services, the User Manual, the Bank's Tariffs, by posting information on the website and/or the Bank's operating room within 10 (ten) calendar days from the date of entry into force of such changes/additions . In case of disagreement with the changes / additions made, the Client has the right to disconnect from the System (delete registration) and terminate the Agreement unilaterally;
4.1.8. ensure the safety of data and information constituting banking and other legally protected secrets received from the Client when providing electronic banking services.
4.2. Rights of the Bank:
4.2.1. temporarily stop the operation of the System to replace the software and carry out technical and preventive maintenance, and notify the Client about the stoppage of the System during operating hours no later than 30 (thirty) minutes by posting information on the Bank's website, unless the System fails from work is caused by circumstances and reasons beyond the control of the Bank;
4.2.2. temporarily block the Client's access to the System or disconnect from electronic banking services in the following cases:
- if such a measure is necessary to ensure the security of the System;
- after the third consecutive erroneous password entry;
- if there are grounds or upon detection of the transfer of information by the Client to unauthorized users - login, password and Token;
4.2.3. unilaterally make changes to the Agreement, Tariffs, Rules for the provision of services, with notification of the Client about the changes within 10 (ten) calendar days from the date of entry into force of such changes / additions by posting information on the website and / or the operating room of the Bank;
4.2.4. set and change unilaterally limits on the amount of transactions (transfer) in order to protect the Client from unauthorized access to the Account with prior notification of the Client about changes 10 (ten) calendar days in advance by posting information on the Bank's website;
4.2.5. refuse to conduct the transaction if the Client is not identified and authenticated in the manner prescribed by the Agreement, as well as if the amount of the balance on the account is not sufficient to carry out the transaction and pay the commissions provided for in the Tariffs;
4.2.6. suspend / refuse to conduct a transaction on the grounds provided for by the current legislation of the Republic of Kazakhstan and the internal regulatory documents of the Bank;
4.2.7. request from the Client documents and other information necessary for the implementation of currency control, as well as in order to verify the compliance of the Client's operation with the requirements of the legislation of the Republic of Kazakhstan;
4.2.8. The Bank fixes the time of receipt of notifications from the Client about the cases described in clause 5.2.6 of the Agreement, and is not responsible for unauthorized transactions in case of late notification or lack of notifications;
4.2.9. terminate the Agreement and refuse to execute the Agreement unilaterally if the Client fails to provide the requested information and documents in accordance with the requirements of the current legislation and international treaties ratified in the Republic of Kazakhstan.

5. RIGHTS AND OBLIGATIONS OF THE CLIENT
5.1. The client has the right:
5.1.1. change the password assigned to him in the System without restrictions and terms;
5.1.2. perform operations in the System on the terms and conditions stipulated by the Agreement;
5.1.3. require the Bank to timely fulfill obligations under the Agreement;
5.1.4. disconnect from the System by contacting the Bank;
5.1.5. terminate the Agreement unilaterally in case of disagreement with new amendments to the Agreement and the Bank's Tariffs, as well as in the cases specified in clause 4.1.7. and article 10 of the Treaty;
5.1.6. receive the necessary information and consultations regarding the procedure and conditions for obtaining electronic banking services.
5.2. Client Responsibilities:
5.2.1. draw up instructions in accordance with the requirements of the current legislation of the Republic of Kazakhstan;
5.2.2. provide the Bank with the information and documents necessary for carrying out transactions on the Account, as well as due diligence in accordance with the requirements of the current legislation of the Republic of Kazakhstan and the internal regulatory documents of the Bank;
5.2.3. pay fees for electronic banking services and transactions in the System in accordance with the current Tariffs;
5.2.4. ensure sufficient amount on the Account for carrying out transactions and paying commissions in accordance with the current Tariffs of the Bank;
5.2.5. keep secret and not transfer the Token to third parties and ensure the safety of information about the Login, Password, one-time code for receiving electronic banking services in the System;
5.2.6. in case of loss, theft or damage to the Token, as well as suspicions or facts and grounds to believe about unauthorized access to the Client's Account in the System using the Client's login and password, notify the Bank immediately;
5.2.7. in order to prevent unauthorized access by third parties to the System, change the Password immediately;
5.2.8. comply with the Rules for the provision of services, the User Guide published on the Bank's website;
5.2.9. use the System only for the purposes provided for in this Agreement. After each session of work with the System, close all Internet connection sessions open for work with the System.
5.2.10.For outgoing transfers in the amount of more than 200,000,000 (two hundred million) tenge or 500,000 (five hundred thousand) US dollars or equivalent in another currency, the Client must notify the Bank of the amount ordered one day before making outgoing transfer operations, the next business day the Client can make a transfer within business day
5.3. The client agrees to:
5.3.1. providing information about the presence and number of the Account, about the balances and movement of money on it to the Data Center of the JSC “Commercial and Industrial Bank of China” (ICBC Data Center);
5.3.2. disclosure of information about him (his representative, beneficial owner), information, information and documents containing banking and other legally protected secrets, personal data, to the authorized body of the Republic of Kazakhstan or a foreign state, including in the event of a change in circumstances that resulted in one or more signs that give reason to believe that the Client is a tax resident of a foreign state in order to fulfill the requirement, international treaty and regulatory legal acts of the Republic of Kazakhstan.
5.3.3. The Client ensures that the consent of his representative and beneficial owner is obtained for the cross-border transfer by the Bank of data about him (his representative and beneficial owner), as well as for the collection, processing and storage of such data by the Bank.

6. SAFETY PROCEDURE
6.1. The provision of electronic banking services is authorized if the Client performs security procedures.
6.2. The security procedures used in the provision of electronic banking services, as well as the procedure for authentication and confirmation of the rights of the Client, are established in the Rules for the provision of services, which are posted on the Bank's website.
6.3. The Client agrees to follow the security procedures and confirms that he is familiar with them.
6.4. Security procedures ensure the identification of the Client and his right to receive electronic banking services, identify the presence of distortions and / or changes in the content of electronic documents, as well as protection against unauthorized access to information constituting banking secrecy, and the integrity of this information.
6.5. As a security procedure, including against unauthorized payments, the Bank performs Client Identification and Authentication when receiving electronic banking services. The Client is identified by the Bank by login, password and serial number of the Token. Authentication is carried out by the Bank by controlling the ownership of the Token by the Client.
6.6. Upon detection of unauthorized access to information constituting banking secrecy, its unauthorized change, unauthorized payment and (or) money transfer and other unauthorized actions, the Bank shall notify the Client of this no later than the next business day after their discovery in electronic, written or oral form .
[bookmark: SUB2100]6.7. In the event of unauthorized actions, the Bank immediately takes all necessary measures to eliminate their consequences and prevent their occurrence in the future.
6.8. The Client is fully responsible for installing, maintaining and monitoring the secure access and use of the Internet Banking System, Token, passwords and codes, information stored in the software and computer systems of the Client.
6.9. The Bank ensures the storage of confirmation of sending and (or) receiving messages, on the basis of which electronic banking services were provided to the Client.
6.10. At the request of the Client, the Bank provides him with a confirmation of sending and (or) receiving electronic documents confirming the provision (receipt) of electronic banking services no later than 3 (three) days from the date of the Client's application to the Bank.

7. RESPONSIBILITIES OF THE PARTIES
7.1. For non-fulfillment or improper fulfillment of obligations under the Agreement, the Parties shall be liable for violation of obligations under this Agreement in accordance with the terms of the Agreement and the current legislation of the Republic of Kazakhstan.
7.2. The Bank is responsible for disclosure of information constituting banking secrecy, provided for by the current legislation of the Republic of Kazakhstan.
7.3. Responsibility for damage resulting from unauthorized access of third parties to the System shall be borne by the guilty party.
7.4. The Bank shall not be liable for non-execution and/or untimely execution of the Client's instructions and/or violation of other terms of the Agreement:
- due to the fault of third parties or service providers, such as power outages, Internet communications, damage to communication lines, failures in the Internet, mail and other communication channels, software;
- due to a malfunction or malicious equipment of the Client;
- due to erroneous, unclear, incomplete or inaccurate instructions of the Client:
- if the Client has not notified the Bank in a timely manner of the termination of powers of authorized persons;
- due to unauthorized access by third parties and execution by the Bank of such instructions, if the Client failed to notify or notify the Bank in time;
7.5. The Parties are released from liability for non-fulfillment or improper fulfillment of obligations under the Agreement, if the non-fulfillment or improper fulfillment was the result of force majeure circumstances (force majeure).
7.6. In the event of force majeure circumstances, the Parties undertake to accept the circumstances that arose after the signing of the Agreement as a result of unforeseen and inevitable events of an emergency nature, such as: war and hostilities, natural or other disasters occurring in areas officially recognized as such, the actions of legislative bodies and / or the executive power of the Republic of Kazakhstan, the National Bank of the Republic of Kazakhstan prohibiting or restricting activities directly related to the subject of this Agreement, failures in the banking system, damage to communication lines that ensure the operation of the Service.
7.7. The Party that cannot fulfill its obligations under the Agreement, due to the circumstances specified in clause 7.6 of the Agreement, is obliged to notify the other Party as soon as possible. In this case, the period of fulfillment of obligations under the Agreement is suspended for the duration of force majeure circumstances.

8. GROUNDS FOR SUSPENSION, TERMINATION OF PROVISION
ELECTRONIC BANKING SERVICES
8.1. The Bank suspends or terminates the provision of electronic banking services to the Customer in the following cases:
1) violation by the Client of the procedure and conditions for obtaining electronic banking services provided for by the Agreement;
2) malfunctions of technical means that ensure the provision of electronic banking services and technical work on the Internet resource of the Bank;
3) on the basis of the Client's application for disconnection from Electronic Banking Services;
4) changes in the terms of the Agreement in accordance with which the provision of electronic banking services is terminated or suspended;
[bookmark: _GoBack]5) on other grounds provided for by the laws on banks and banking activities, on payments and payment systems, on countering the legalization (laundering) of proceeds from crime and the financing of terrorism, the Civil Code of the Republic of Kazakhstan and Agreement.
[bookmark: sub1000761309]8.2. In case of suspension or termination of the provision of electronic banking services on the grounds provided for in paragraphs. 1) and 2) clause 8.1. of the Agreement, the Bank notifies the Client: according to clause 1) - orally followed by a written notice, according to clause 2) - in electronic form by posting a message on the Bank's website or in the System, no later than 30 minutes before the moment of their suspension /termination.
8.3. Upon elimination of the reasons that led to the suspension of the Client's right to receive electronic banking services, the Bank resumes the provision of electronic banking services with the notification of the client in the manner provided for in clause 8.2. Agreement. The resumption of electronic banking services is carried out by providing access to the System.

9. DISPUTES RESOLUTION
9.1. The Parties shall take measures to resolve the disputes, contradictions and disagreements that have arisen through negotiations.
9.2. In the event of disputes between the Parties on issues related to the provision of electronic banking services, the Parties shall take the following actions:
1) The Client sends a written request containing the essence of the claim and indicating the electronic document on the basis of which the Bank performed the operation.
2) The Bank considers the Client's application within the time limits established by the current legislation of the Republic of Kazakhstan on the procedure for considering citizens' applications;
3) The Bank sends a written response within the time limits established by the current legislation of the Republic of Kazakhstan on the procedure for considering citizens' applications.
9.3. If it is impossible to conduct negotiations or it is impossible to resolve disputes, contradictions and disagreements through negotiations, they are resolved in a judicial manner established by the legislation of the Republic of Kazakhstan.
9.4. For issues related to the provision of electronic banking services by the Bank, the Client may contact the Bank by phone: +7 727 2377080, at the address: JSC “Commercial and Industrial Bank of China in Almaty”, Republic of Kazakhstan, 050046, Almaty, ave. Abay / corner st. Turgut Ozala №150/230, pom. 845, 846 block 7.

10. TERM OF AGREEMENT AND PROCEDURE FOR ITS TERMINATION
10.1. The contract is valid indefinitely.
10.2. This Agreement is an addition to the main agreement concluded between the Bank and the Client - the bank account agreement, and is an integral part of it, and terminates upon termination of the main agreement. Issues not regulated by this Agreement, relating to the conditions for the provision of services and other conditions, are regulated by the relevant bank account agreement and the legislation of the Republic of Kazakhstan.
10.3. The contract may be terminated:
1) by agreement of the Parties by signing a termination agreement;
2) at the initiative of the Client unilaterally out of court on the basis of a written application from the Client;
3) at the initiative of the Bank unilaterally out of court in the following cases:
- non-performance or improper performance by the Client of the terms of the Agreement;
- reorganization or liquidation of the Bank:
- suspension or revocation of the Bank's license for banking operations for which the Bank provides electronic banking services;
- termination or termination of the bank account agreement;
- other grounds provided for by the legislation of the Republic of Kazakhstan.
10.4. In case the Client refuses remote banking services, the Client is disconnected from the System by the Bank within 7 (seven) working days from the date of receipt by the Bank of the relevant application of the Client, in the form established by the Bank, sent in the System or directly to the Bank.

11. FINAL PROVISIONS
11.1. This Agreement does not exclude the possibility for the Client to transfer documents to the Bank, and for the Bank the right to demand the transfer of documents by other means provided for by agreements between the Bank and the Client and the legislation of the Republic of Kazakhstan.
11.2. This Agreement is drawn up in the state and Russian languages. In the event of discrepancies (contradictions) in the text of this Agreement in different languages, the text in Russian is considered to be the priority.
11.3. By agreement of the Parties, if at any time one or more provisions of this Agreement are or become invalid, illegal or invalid under any conditions or under any law, the validity, legality and force of the remaining provisions of this Agreement shall remain unchanged.
11.4. In everything that is not provided for by the terms of this Agreement, the Parties are guided by the legislation of the Republic of Kazakhstan and the Bank Account Agreement.


12.LOCATIONS, BANK DETAILS AND SIGNATURES OF THE PARTIES


