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DATA PROTECTION NOTICE

This data protection notice (the "Notice") applies in relation to our clients (i.e. a legal entities, including territorial self-governing unit or other public legal entity, that are the holders of an account opened with us or otherwise use services provided by us) to you as either:
(a) a person authorized to act for and on behalf of our client as:
(i) [bookmark: _GoBack]a statutory representative; 
(ii) a member of a governing body; or 
(iii) otherwise authorized person, or
(b) a beneficial owner of the client within the meaning of the legislation against the legitimization of proceeds from crime and terrorism financing which we are obliged or entitled to determine for the unique identification of the client in connection with the provision of banking services.
This Notice explains which types of your personal data may be collected, stored, transferred or otherwise processed by: 
Industrial and Commercial Bank of China Limited, incorporated and existing under the laws of the People's Republic of China, with its registered office at 100140 Xicheng District, Peking, Fuxingmennei Avenue 55, People's Republic of China, registration no. 91100000100003962T(4-1) (the "ICBC"), represented in the Czech Republic by its branch office Industrial and Commercial Bank of China Limited, Prague Branch, odštěpný závod, registered office at na Strži 1702/65, Nusle, 140 00 Prague 4, the Czech Republic, identification no. 05638216, registered in the Commercial Register maintained by the Municipal Court in Prague, Section A, File 77659 (referred to as the “Bank” or also as "we", "us" or "our"),
Contact details of the Bank:
[bookmark: OLE_LINK13]Tel.: +420 237 762 888, Fax: +420 237 762 899; 
E-mail: client@cz.icbc.com.cn
Contact Details of the Data Protection Officer of the Bank (the "DPO"):
Name: Chen Jing
E-mail: Jing.Chen@cz.icbc.com.cn　
Tel.: +420 237 762 833
1. PERSONAL DATA
The Bank collects and processes the following categories of your personal data (the "Personal Data"):
(i) [bookmark: OLE_LINK1]your personal data which we process on the basis of a consent provided by you, in particular your full name, birth number/birth date, ID type and ID number, nationality, permanent address, contact information;
(ii) personal data that you provide in relation to entering into and maintaining a business relationship arising out of the account agreement and any related agreements with us;
(iii) personal data required by applicable legislation, including the legislation against the legitimization of proceeds from crime and terrorism financing (the "AML Legislation"); and 
(iv) personal data required for protection of our legitimate interests, in particular for protection of our assets and assets of our clients.
2. OUR USE OF YOUR PERSONAL DATA
(a) We use the Personal Data we collect in connection with the provision of banking services to:
(i) perform our contractual obligations and rights arising out of the account agreement and any related agreements concluded with us, to provide the banking transactions and services;
(ii) comply with our statutory duties arising from the applicable legislation, including the AML Legislation; 
(iii) protect our assets and assets of our clients (e.g. monitoring of the Bank's offices by CCTV systems or other technical means); 
(iv) analyse and evaluate the potential risks and monitor the quality of provided services and client satisfaction;
(v) inform other banks or branches of foreign banks in the Czech Republic of the client's bank details, identification data, and matters demonstrating the client's creditworthiness and trustworthiness, using the methods set out under the law;
(vi) transfer the Personal Data to the member organizations of ICBC and third parties selected by them within EU or to the third countries (i.e. non-members of the EU); 
(vii) to offer new banking products and services to the clients (marketing); or
(viii) to provide the necessary information to the correspondent banks and to auditors, legal, tax, financial, and other consultants or entities that take part in the processing of any banking operations as part of outsourcing, or the operators of the Bank's information systems, on condition that such persons are required to maintain confidentiality under the law or as a contractual duty.
(b) Your Personal Data will be processed on the basis of (a) performance of contract, (b) compliance with statutory obligations of the Bank, (c) protection of rights and legitimate interests of the Bank or (d) your consent.
3. PERSONAL DATA RETENTION
The bank will process the Personal Data for the period absolutely necessary, i.e. in general for the duration of the contractual relationship with the client and/or until the moment the client informs the Bank on withdrawal of the right to act on behalf of the client assigned to a specific person otherwise for the period required by the legal regulations.
Where the Personal Data is processed on the basis of your consent, the Bank shall process such data until the purpose for which the Personal Data is processed ceases to exist or until the consent is withdrawn by you.
4. YOUR RIGHTS
You may at any time request to be provided with information or explanation regarding your Personal Data stored and processed by us. Furthermore, you have the right to rectification of incorrect data and according to statutory requirements the right to erasure of Personal Data or blocking or restriction of processing of Personal Data. Moreover, you have the right to object to processing of Personal Data according to the relevant statutory requirements. Please send any such objections to the DPO using the above mentioned contact details.
You are entitled to receive your Personal Data that you provided to us in a commonly-used, structured and machine-readable form at any time and to transmit such to a third party provided that the processing of the Personal Data is:
(i) based on your consent or performance of an agreement concluded with us; or
(ii) carried out by automated means. 
You are entitled to lodge a complaint to the Office for Personal Data Protection (in Czech Úřad pro ochranu osobních údajů), registration number 70837627, with its seat at Pplk. Sochora 27, Postal Code 170 00, Prague 7, the Czech Republic, being the relevant supervisory authority at any time. Your are also entitled to raise an objection against the processing of your Personal Data based on legitimate interests of the Bank, including profiling based thereon.
Where the processing is based on your consent, you have a right to withdraw your consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal. The manner to withdraw your consent is the same as the manner by which you granted your consent to the Bank.
Note that some of the above mentioned rights are based on the Regulation (EU) 2016/679, the General Data Protection Regulation (the "GDPR") which will be effective as of 25 May 2018. Consequently, the exercise of such rights may not be possible until the GDPR enters into effect. For any questions, please contact us  using the above mentioned contact details.
In order to enable the Bank to meet its legal obligations you are required to notify us  of any changes to your Personal Data as soon as possible after the change occurred.
Should the Bank transfer Personal Data to the Czech National Bank or to other entity keeping a database of loans granted to legal entities, the client has the right to be informed of the client's data kept in the applicable database and to receive an extract from such a database against the payment of a fee.
5. PROVISION OF YOUR PERSONAL DATA
The Personal Data is (a) provided for entering into and performance of the contract, protection of the Bank's rights and legitimate interests or (b) required under the applicable legislation (in particular AML Legislation) and the Bank will not be able to provide the banking services to the client, if such Personal Data is not provided.
The Personal Data provided on the basis of consent is provided voluntarily and the consent may be withdrawn at any time without any adverse effects to you. However, note that in the event that you decide not to provide or withdraw your consent, this will not affect lawfulness of the processing of such Personal Data for which your consent is not required. 
6. AUTOMATED DECISION-MAKING
There is neither automated decision-making nor profiling applied.
7. EXTERNAL AND INTERNATIONAL TRANSFERS
As an international organisation, the Bank or member organizations of ICBC provide their services in many countries. In the course of doing so, the Bank may transfer your Personal Data for the above mentioned purposes to other member organizations of ICBC outside the EU, including ICBC in the People's Republic of China. 
Some of these countries outside EU do not offer the adequate level of data protection according to the European Commission as is available in the Czech Republic or other EU countries, including the People's Republic of China. For such transfers the Bank will require your explicit consent and will use all reasonable commercial efforts to protect your Personal Data. If shared across countries, your Personal Data will be managed based on the legal standards of the relevant country. 
8. SECURITY OF PERSONAL DATA
The security of your Personal Data is our priority. We protect this information by maintaining physical, electronic, and procedural safeguards in accordance with applicable law at all times in place to prevent inappropriate access to, alteration or deletion of the Personal Data. We train our employees in the proper handling of your Personal Data. When we use other companies to provide services for us, we require them to protect the confidentiality of your Personal Data they receive.
9. NOTICE OF CHANGES
From time to time, we may update the information provided in this Notice and publish the updated Notice on the Bank's /ICBC website.  
This Notice and all matters arising out of it are governed by the laws of the Czech Republic.
	42139-6-9241-v0.4
	- 1 -
	CZ-2000




	 (
1
/
 
4
)


Industrial and Commercial Bank of China Limited, Prague Branch, odštěpný závod, Na Strzi 1702/65, 140 00 Prague 4 - Nusle, Czech Republic, T: +420 237 762 888, F: +420 237 762 899, E: info@cz.icbc.com.cn, IČO: 05638216, www.icbc-cz.com
image1.jpeg




