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Fraudulent Website Alert

5 March 2025, Hong Kong – Industrial and Commercial Bank of China (Asia) Limited (“ICBC
(Asia)”) would like to alert all customers and the public to phishing websites purported to be from
ICBC (Asia) (refer to the following URLs and screenshot). ICBC (Asia) declares no connection
with such fraudulent websites, and its official website should be “www.icbcasia.com”. The Bank
would like to remind all customers and the public to stay vigilant and not to provide any personal
data through such fraudulent websites.

The Bank has reported the above case to the Hong Kong Police Force and the Hong Kong Monetary
Authority, and will take necessary and appropriate action to protect the reputation of the Bank and
the interests of its customers and the public. Anyone who has provided personal information
through such fraudulent websites should report to the Hong Kong Police Force immediately for
investigation.

Should customers have any enquiries, please call the Bank’s customer service hotline on (852) 2189
5588.

Phishing URLs:
1. https[:]//carousell-hk[.]kotablau[.]shop/login/236GG417UO410I9552355
2. https[:]//carousell-hk[.]kotablau[.]shop/login/236XS417FJ410M9552355
3. https[:]//carousell-hk[.]kotablau[.]shop/login/236BH417VB410T9552355
4. https[:]//carousell-hk[.]kotablau[.]shop/login/236FO417HU410P9552355
5. https[:]//carousell-hk[.]kotablau[.]shop/login/236QI417IT410N9552355
6. https[:]//carousell-hk[.]kotablau[.]shop/login/236FX417OW410R9552355
7. https[:]//carousell-hk[.]kotablau[.]shop/login/236VC417OA410S9552355
8. https[:]//carousell-hk[.]kotablau[.]shop/login/236EA417WI410K9552355
9. https[:]//carousell-hk[.]kotablau[.]shop/login/236KK417CZ410X9552355
10. https[:]//carousell-hk[.]kotablau[.]shop/login/236SW417FQ410F9552355
11. https[:]//carousell-hk[.]kotablau[.]shop/login/236SW417FQ410F9552355/
12. https[:]//carousell-fps[.]webfps[.]top/auth/197816633?refer=&bank=33
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Screenshot of the fraudulent website:

- End -

Industrial and Commercial Bank of China (Asia) Limited
Industrial and Commercial Bank of China (Asia) Limited (“ICBC (Asia)”) is a licensed bank
incorporated in Hong Kong. It is the flagship of overseas business of Industrial and
Commercial Bank of China Limited (“ICBC”) - currently the largest commercial bank in China,
and it is one of the domestic systemically important banks (D-SIBs) in Hong Kong. Currently,
ICBC (Asia) has 50 branches (including 24 branches equipped with “Elite Club” Wealth
Management Centres, 4 branches equipped with “Wise Gold”) in Hong Kong. It is engaged in
personal banking, commercial banking, cross-border banking, private banking, investment
banking and other financial services, including those of securities, insurance and funds, with a
focus on retail and commercial banking as well as global market business. Chinese Mercantile
Bank and ICBC Asset Management (Global) Company Limited, two wholly-owned
subsidiaries of ICBC (Asia), specialise in renminbi services in the Chinese mainland and
ICBC’s global asset management business respectively.
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