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GENERAL TERMS AND CONDITIONS ON USING E-BANKING
SERVICES OF ICBC HANOI CITY BRANCH

(Version 202505)

Article 1 Definitions
The meaning of the terms used in this General Terms and Conditions is explained as
following:

1.  “E-banking” is a Banking service that assists The Customer to manipulate automated
Banking services by themselves through the internet and terminal equipment. Industrial and
Commercial bank of China Hanoi City Branch (“The Bank”) provides the E-banking system via
Internet Banking/Mobile Banking to financial management services such as: inquiring account

information, remittance, online payment and financial management.

2. “Customer ” is an individual, organization opening the accounts at The Bank.
3. “Token Key” is a security device that generates the dynamic codes with a display screen
and keyboard.

4.  “SMS OTP” is a method in which, when a Customer performs a transaction via Internet
Banking or Mobile Banking, the system sends a one-time password (OTP) via SMS to The
Customer’s registered phone number.

5. “SOFT TOKEN” / “DIGITAL TOKEN” is a type of authentication method installed in
The Customer's Mobile Banking application. When conducting transactions via Internet Banking
or Mobile Banking, The Customer enters the SOFT TOKEN / DIGITAL TOKEN code on the
Mobile Banking app to authenticate the transaction.

6.  “Biometric authentication” / “Facial recognition authentication” / “Face ID
authentication” is an authentication method using The Customer’s biometric identifiers that match
the biometric data stored in the encrypted information storage unit of the citizen ID card or
personal ID card, or the biometric data that has been collected and verified by The Bank.

7. “Security device” is a physical or electronic tool used to verify The Customer, ensuring
the security and safety of The Customer’s transactions.

8. “E-banking Instructions” are the inquiry requests of account information, remittance of

The Customer which are sent to The Bank via Internet Banking/ Mobile Banking, using Customer
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Code (Account number) or security devices and corresponding password.

9.  “Online Self-registration” refers to The Customer who has opened an account at the
Industrial and Commercial bank of China Hanoi City Branch to self-register E-banking users
through online banking or mobile banking. The Customer can apply for inquiry services if they
made the Online Self-registration. If The Customer would like to make payment directly,it is

required to arrive to The Bank counter to handle it.

Article 2 Rights, obligations of The Customer
1. Rights

- The Customer who voluntarily applies for E-banking services of The Bank, after obtaining
The Bank’s written consent, will be entitled to use the corresponding services as registered items;

- During the validity term of the service, The Customer has the right to carry out procedures to
terminate the use of E-banking services;

- Customers have the right to choose to register, modify, or cancel authentication methods,
including but not limited to Token key, SMS OTP, SOFT TOKEN, DIGITAL TOKEN, biometric
authentication, and other authentication methods provided by The Bank from time to time:

- Upon terminating or stopping the services, The Customer is not required to return the
security devices; For online self-registered users, no matching Token Key is required;

- Upon occurring the problems such as network or telecommunications errors, The Customer
can not perform transactions via The Bank’s E-banking system, The Customer may go to The
Bank’s Counter to carry out transactions;

- If there are any questions, suggestions, or feedback about The Bank’s E-banking service, The
Customer can contact The Bank via hotline 18001005 (24/7), 024.62699818 / 62699830 (in

business time), or go to The Bank’s counter for consultation and guidance.

2. Obligations

- The Customer has fully understood the risks which may be arising in the process of using
E-banking services (including but not limited to the risks of information disclosure,
documentation mistakes and fraudulent information, etc.. ) and voluntarily bears all losses caused
by these risks by themself;
— 8 —



- The Customer has read and understood exactly this General Terms and Conditions;

- The Customer must ensure the safety and the reliability of the devices that The Customer
uses to carry out transaction via E-banking. The Bank is not responsible of the economic losses
caused by The Customer’s device trouble and communication problem;

- Upon receiving the security devices, The Customer must confirm and return the receipt of
receiving security devices (for Corporate Customer), and request The Bank to activate users;

- Upon receiving the security devices, The Customer is responsible for all actions of using
security devices, registration card number (login ID) and related password. The Corporate
Customer must designate the responsible person to keep and use the security devices, the login
information and should not provide them to the unassigned persons. At the same time, The
Customer must base on the internal control requirements of itself to set up the operation rights and
the transaction limit reasonably, in order to ensure the account’s safety ;

- The Customer is not permitted to change or cancel the payment orders after successfully
operating the E-banking transaction instructions;

- If the security devices are damaged, locked, lost or password disclosed, forgotten during the
validity term, The Customer should promptly carry out the procedures for changing a new security
device, unlocking, claiming of loss, or resetting password. All consequences arising before the
completion of the above procedures will be borne by The Customer;

- During the use of E-banking services, The Customer is required to proactively and promptly
update their information with The Bank in the event of any changes. Customers shall bear
responsibility for any risks that may arise prior to the completion of the relevant change
procedures;

- The Customer is responsible for the biometric data registered for logging into Mobile
Banking. Customers shall bear liability for any losses arising from their device being used to
register or store biometric data of another person;

- The Customer must ensure the solvency of accounts using E-banking service, and strictly
abide the relevant legal provisions of payment operations. The Customer is ultimately responsible
for the legality and validity of the payment order and ensures that the payment method is complied
with the scope and content of operations under the license (or other equivalent legal document);

- Upon performing banking instructions via E-banking, The Customer must ensure the
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authenticity, completeness, and accuracy of the transaction information,and must clearly state the
purpose of the transaction. The Customer takes responsibilities of the authenticity and legality for
the purpose of that payment;

- If The Customer detects any errors in processing transaction instructions via E-banking, The
Customer must promptly notify to The Bank;

- Upon using The Bank’s E-banking service, The Customer must make payment of fees in
accordance with the standard fee schedule issued by The Bank and agrees that The Bank is
permitted to proactively collect fees from The Customer’s accounts;

- The Customer must not refuse payment of amount owed to The Bank with the reason for a
dispute with a third party;

- The Customer must not intentionally damage The Bank’s honor or attack The Bank’s
E-banking system;

- When The Customer performs transaction via E-banking, if the service functions used by The
Customer related to other rules or regulations of The Bank, The Customer must simultaneously
comply with those rules or regulations;

- If E-banking is not used for a long time, The Customer must proactively apply for

termination.

Article 3 Rights, Obligations of The Bank
1. Rights

- The Bank shall not be responsible for any damages arising from The Customer’s disclosure
of login credentials, passwords, information, or authentication methods for any reason;

- The Bank shall not be held liable in the event The Customer uses software, materials, or
follows instructions that are not provided by The Bank;

-The Bank has the right to establish a standard fee schedule for E-banking services and to
publish it on The Bank’s official website and at its transaction offices;

- The Bank has the rights to upgrade, improve E-banking system;

-The Bank has the right to automatically collect information about the device on which The
Customer has installed the application for device identification purposes, to support the

assessment and approval of devices registered for login and biometric authentication functions in



accordance with The Bank’s regulations, and to assist in monitoring when necessary;

- The Bank proactively decides transaction limits applicable to each type of authentication
method to ensure security, minimize risks for customers, and comply with legal regulations;

- The Bank shall be exempt from all liabilities arising from The Customer’s device registering
or storing biometric data of another person;

- The Bank may unilaterally terminate the provision of E-banking services to The Customer on
its own initiative under the following circumstances: (i) The Customer does not comply with The
Bank‘s regulation and relevant legal provisions; (ii) according to the requirements of relevant
government agencies; (iii) The Customer maliciously defames and damages the reputation of The
Bank; (iv) The Bank found that there was a risk of counterfeiting and fraud; (v) The Customer has
not paid the relevant fees on time; (vi) Customers with accounts that have been inactive for an
long period as stipulated in The Bank’s current “General Terms and Conditions for Account
Usage”;(vii) One year from the date The Customer registered for E-banking services but has not
completed the procedure to receive the security device;

- The Bank shall handle the transactions base on the time and information of The Customer’s
operations on E-banking;

- If one of the following situations occurs so that The Bank cannot carry out the E-banking
order of The Customer exactly, The Bank shall not take any responsibilities:

+ The Banking instruction received by The Bank are unclear, defective, insufficient
information;

+ The Customer's account balance or credit limit is insufficient;

+ The amount of The Customer's account is frozen or deducted in accordance with the
regulations of laws;

+ The Customer does not operate in accordance with The Bank's relating professional
regulations;

+ Force majeure circumstances or other problems are not caused by The Bank's fault.

- When the agreement is terminated or stopped during the validity term, The Bank will not
return the relevant fees paid by The Customer;

- If The Bank’s E-banking system has errors, problems or other causes those got The Customer

improperly benefit, The Bank has the right to deduct such benefit from The Customer’s account or



suspend E-banking service for The Customer temporarily ;

- The Bank has the right to refuse to provide E-banking services to The Customer if The
Customer does not have the data submission according to the required method by this regulation;
2. Obligations

- The Bank is responsible for the legality of the related software used in E-banking;

- The Bank is responsible for promptly carrying out procedures to register E-banking services
for The Customer, and providing corresponding E-banking services to The Customer according to
The Customer’s requests;

- The Bank is responsible for providing service guidance on E-banking to The Customer, and
publishing contents such as: business introduction, inquiry — answer, transaction rules at The
Bank’s official website;

- The Bank may use The Customer's documents and transaction details to the extent permitted
by law. The Bank is obliged to keep confidential the records and information provided by The
Customer, unless other provisions provided by law;

- When The Customer registers to receive security devices and is accepted by The Bank, The
Bank must promptly deliver Token Key and password to The Customer and ensure that user is
frozen before delivery;

- In case The Bank's system is operating normally, The Bank is responsible for promptly
handling the exact E-banking business orders received from The Customer . Services are as
follows:

+Providing The Customer with 24-hour online account inquiry service;

+ For internal VND transfer transactions within ICBC, The Bank will immediately process
and credit the beneficiary's account;

+ For payment orders that the beneficiary opens another bank account in Vietnam, if that
payment orders are sent before 04:00 PM on the working day, The Bank will process in the same
day, if such payment orders are sent after 04:00 PM on the working day, The Bank will process at
the next business day;

+ For automatic cross-border remittance instructions, The Bank will review and process on
the next business day provided that the information is complete and accurate. The Customer are

responsible for proactively checking the transaction status after submitting the instructions.



- The Bank reserves the right to modify or temporarily suspend services due to system
upgrades or maintenance, in principle, this shall not exceed 4 times per year, with total duration of
time shall not exceed 4 hours, and the Bank is obligated to notify customers of such changes or
suspensions at least 5 days in advance;

- Upon receiving a feedback on E-banking service from The Customer, The Bank must

promptly check and notify The Customer of the results;

Article 4 Collection and Use of Customer Information

- The Customer agrees and commits to providing the Bank with accurate, truthful, and
complete information. In cases where customers refuse to provide information as requested, the
Bank may consider refusing to provide services;

- The Customer consents to the Bank using, storing, and providing their information to
individuals or organizations as required by law or requested by competent authorities;

- The Customer accepts and agrees that the Bank may use their information to share with third
parties cooperating with the Bank for the purpose of improving service quality and customer
benefits;

- The Customer agrees to comply with other rights and obligations under the Bank’s General

Terms and Conditions on Personal Data Protection.

Article 5 Warning of Risks

- If The Customer agrees to use E-banking service provided by The Bank, The Customer is
deemed to have fully understood the risks in the transaction through the E-banking, and accept the
possible losses from this system;

- The Bank makes all effective measures with the most effort to protect the safety of The
Customer's documents and transactions. However, with the responsibility of The Bank to The
Customer, The Customer should be specifically noted that exist risks of the E-banking service
include but not limit to the following cases:

+ Storing banking information, passwords, or OTP codes on mobile devices or saving
them in web browsers may create opportunities for unauthorized parties to easily access and take

control of the account if the device is stolen or accessed illegally;



+ Downloading and installing applications from untrusted sources or visiting websites
containing malware can cause the phone or computer to be infected with spyware, allowing
attackers to monitor and steal the banking information;

+ Public Wi-Fi networks are vulnerable environments where attackers may intercept or
manipulate data transmissions between users and the Bank's system. Using unsecured public
Wi-Fi to access your bank account increases the risk of data compromise;

+ If the phone's operating system or the banking application is not regularly updated, the
latest security patches will not be applied, making the device more vulnerable to exploitation
through publicly known security vulnerabilities;

+ The Customer may unknowingly access phishing websites or messages that closely
resemble the Bank’s official communications (with subtly altered URLs), leading The Customer to
enter personal data and inadvertently expose the account information to attackers;

+ For Corporate Customer, weak internal control policies regarding transaction approval
processes or allowing unauthorized staff to perform operations may result in financial losses for
which the Customer will bear full responsibility;

+ In some cases, the Bank's system may experience technical errors in transaction
processing, resulting in temporary balance discrepancies or service interruptions.

- To protect The Customer’s account, the Bank strongly advises The Customer to:

+ Never disclose confidential information such as usernames, account numbers, personal
data, passwords, OTP codes, etc., to anyone under any circumstances;

+ Avoid clicking on unfamiliar links or downloading unofficial applications;

+ Do not conduct transactions on public/shared devices or over unsecured Wi-Fi networks;

+ Secure personal devices by installing antivirus software, enhancing device security
measures such as screen/app locks, and avoiding the installation of applications from unknown
sources;

+ Only install applications from official sources such as the App Store, Google Play, CH
Play, or through links provided directly by the Bank;

+ Regularly monitor transaction history to detect unusual activities and immediately notify
the Bank. In case of suspected fraud or signs of unauthorized account access, contact ICBC

immediately for support and account suspension to prevent financial loss.



Article 6 Languages
- This General Terms and Conditions are made in Vietnamese, English and Chinese. In the

event of any inconsistency, the Vietnamese version shall prevail.



PIEU KHOAN VA PIEU KIEN CHUNG VE DICH VU
NGAN HANG PIEN TU CUA ICBC - CHI NHANH TP HA NOI

(Ban 202505)

Piéu 1 Pinh nghia
Y nghia cac tir ngir duge st dung trong Diéu Khoan va Diéu Kién Chung nay duogc giai thich
nhu sau:

1.  “Ngan Hang dién tir’ (E-banking) 1a dich vy Ngan Hang hd tro Khach Hang tu thao tic
sir dung dich vu Ngan Hang tu dong thong qua mang Internet va cac thiét bi dau cudi. E-banking
ctia Ngan Hang Industrial and Commercial Bank of China Limited - Chi nhanh Thanh phé Ha Noi
(“Ngan Hang”) duoc cung cap thong qua Internet Banking/ Mobile Banking, cho cac dich vu quan

Iy tai chinh nhu: truy van thong tin tai khoan, chuyén khoan, thanh toan truc tuyén va quan 1y tai

chinh.

2. “Khach Hang” 14 c4 nhén, t6 chirc mé tai khoan tai Ngan Hang.

3. “Token Key” 1a thiét bi bao mat tao ra mat ma dong véi man hinh hién thi va ban phim
béng sd.

4. “SMS OTP” Ia khi Khach Hang thuc hién giao dich trénlnternet Banking/ Mobile
Banking, h¢ thong s& giri tin nhan mi khoa mot 1an dén s dién thoai Khach Hang da dang ky.

5. “SOFT TOKEN”/ “DIGITAL TOKEN"Ia hinh thirc xac nhan dugc cai dit trén ing dung
Mobile Banking cia Khach Hang. Khi thyc hi¢n giao dich trén Internet Banking/ Mobile Banking,
Khach Hang nhdp ma khoa SOFT TOKEN/ DIGITAL TOKEN trén timg dung Mobile Banking dé
xac nhan giao dich.

6.  “Sinh tric hoc”/ “Xac thyc khuén mit”/“Xac thuc FaceID” 1a bién phap xac thuc bang
du hiéu nhan dang sinh tric hoc ciia Khach Hang khép dung véi dir liéu sinh tric hoc duge luu
trong bd phén luu trir thong tin duge ma hoa cua thé can cude cong dan hodc thé can cudce cua
hodc dit liéu da dugc Ngan Hang thu thap va kiém tra.

7. “Thiét bi bao mat” 1a cong cuy thiét bi vat 1y hodc dién tir dé xac thyc Khach Hang nhim



dam bao an toan giao dich cho Khach Hang.

8.  “Lénh nghiép vu E-banking” 13 cac yéu ciu van tin tai khoan, chuyén khoan ma Khach
Hang guri t6i Ngan Hang thong qua Interner Banking/ Mobile Banking bang ma Khach Hang (sd
thé) hodc thiét bi bao mat va mat khau twong g,

9.  “DPang ky online” 1a Khach Hang ty dang ky tai khodn Internet banking hodc Mobile
banking khi da c¢6 tai khodn Ngan Hang Industrial and Commercial Bank of China Limited - Chi
nhanh Thanh phd Ha Noi. Khach Hang dang ky online ¢6 thé thuc hién truy van tai khoan. Néu
Khach Hang c6 nhu cau thyc hién thanh toan nhu chuyén khoan qua Ngan Hang dién tir co thé mo

dich vu tai quiy Giao dich.

Pi¢u2 Quyén loi, nghia vu ciia Khiach Hang
1. Quyén lgi

- Khach Hang ty nguyén dang ky str dung dich vu E-banking ciia Ngan Hang, sau khi dugc su
dong ¥ cua Ngan Hang, Khach Hang c6 quyén sir dung cac dich vu twong tmg theo cic ndi dung
da dang ky;

- Trong thoi gian hi¢u luc cua dich vy, Khach Hang co quyén thue hién cac thi tuc chim dut
viéc su dung dich vu E-banking;

- Khach Hang dugc quyénlya chon ding ky,thay doi, huy bo bién phap xac thuc, bao gom
nhung khong gidi han bdi cac bién phap xac thuc Token key, SMS OTP, SOFT TOKEN,
DIGITAL TOKEN, Sinh tric hoc va bién phap xéac thuc khac do Ngan Hang cung cép tai tirng thoi
ky;

- Khi chim dut hodc ngimg sir dung dich vy, Khach Hang khong can tra lai thiét bj bao mat.
Déi voi Khach Hang ding ky online khong can thiét bi Token Key;

- Khi xay ra cac vin d& nhu sy ¢d mang, su ¢ vién thong din dén Khach Hang khong thé thuc
hién giao dich qua hé thong E-banking ctia Ngan Hang, Khach Hang c6 thé dén Phong Giao dich
ctia Ngan Hang dé thuc hién cac nghiép vu;

- Néu ¢6 thic mic, khiéu nai hodc v kién vé dich vu E-banking cua Ngan Hang, Khach Hang
6 thé goi dién thoai tdi s6: 18001005 (24/7), 024.62699818 / 62699830 (trong gid lam viéc) hoac
dén Phong Giao dich ctia Ngan Hang dé dugc tu van va giai dap.

2. Nghia vu



- Khach Hang d hiéu 1 nhimng rui ro c6 thé gip phai trong qua trinh st dung dich vu Ngin
Hang dién tir (bao gdm nhung khong giéi han & cac rui ro thong tin bi tiét 1, thong tin ching tir
sai léch, lira dao .v.v.), va ty nguyén chiu moi ton thit do nhitng rui ro nay giy ra;

- Khach Hang da doc va hiéu chinh xac, day du ban Didu Khoan va Diéu Kién Chung nay;

- Khach Hang phai dam bao vé do an toan va do tin cay ctia cac thiét bi ma Khach Hang st
dung dé giao dich qua E-banking. Ngan Hang khong chiu trach nhiém vé nhiing ton that kinh té
do cac nguyén nhan nhu su ¢ vé thiét bi ciia Khach Hang, sy ¢6 lién lac gay ra;

- Khi nhan thiét bi bao mat, Khach Hang phai xac nhan va ndp lai don xac nhan (déi voi
Khéach Hang t6 chirc), thong bao cho Ngan Hang md khoa tai khoan Ngan Hang dién tir;

- Khi Khach Hang nhan thiét bi bao mat, phai chiu trach nhiém vé moi thao tac khi su dung
thiét bi bao mat, sé thé dang ky (ID ding nhap) va mat khau lién quan. Khach Hang T6 Chuc phai
giao nhin vién chuyén trach bao quan va st dung thiét bj bao mat, thong tin ding nhap, khong
duogc cung cip cho nguoi khong lién quan. Pong thoi, phai cin cir yéu cau kiém soat ndi bo cua
Khach Hang dé thiét 1ap hop 1y quyén han thao tac va han muc giao dich phii hop, nham dam bao
an toan tai khoan;

- Sau khi da thuc hién giao dich thanh cong, Khach Hang khong duoc sira d6i hodc huy giao
dich thanh toan;

-Néu trong thoi gian con hiéu lyc ma thiét bi bio mat bi hong, bi khoa, bi mat, bi 160 mat khiu
hodc bi quén mat khau thi phai kip thoi 1am cac thu tuc d6i thiét bi bao mat méi hodc mé khoa,
bao mat, hodc cai dat lai mat khiu. Khach Hang chiu trach nhiém véi nhitng rai ro c¢6 thé phat sinh
trude khi thuc hién cac thu tuc trén;

- Trong qua trinh sir dung dich vu E-banking, Khach Hang can chii dong, kip thoi cap nhat
thong tin voi Ngan Hang khi ¢6 su thay d6i. Khach Hang tu chiu trach nhiém véi nhiing rui ro ¢6
thé phat sinh truéc khi thuc hién cac thu tuc thay doi;

- Khach Hang hiéu va dong y rang Ngan Hang c6 quyén thu thap thong tin sinh tric khuén mat
cho myc dich xac thuc Khach Hang, dang nhap ung dung Mobile Banking, xac thuc giao dich va
cac muc dich hop phap khac. Khach Hang c6 trach nhiém ty bao mat thong tin sinh tric khuon
mit cta minh. Nhitng ton that, thiét hai phat sinh do viéc Khach Hang tu luwu trit thong tin sinh
trac khuoén mit s& do Khach Hang tu chiu trach nhiém;

- Khach Hang phai dam bao kha nang thanh toan cua tai khodn st dung dich vu E-banking va



chip hanh nghiém chinh cic quy dinh phap luat lién quan v& nghiép vu thanh toan. Khach Hang la
nguoi chiu trach nhiém cudi cting vé tinh hop phap, hop 1é cta 1énh thanh toan, dam bao phu hop
voi pham vi, ndi dung hoat dong theo gidy phép hoat dong (hodc cac gidy to twong duong khac)
cua Khach Hang;

- Khi thyc hién giao dich trén E-banking, Khach Hang phai dam bao tinh chan thuc, sy hoan
chinh va chinh xac cua thong tin giao dich, phai ghi 6 1y do muc dich sit dung cia khoan thanh
toan d6. Khach Hang phai chiu trach nhiém vé tinh chén thuc, tinh hop phap cua Iy do chi tra;

- Néu Khach Hang phat hién Ngan Hang sai sot trong viéc xtr Iy 1énh thuc hién nghiép vu
thong qua E-banking cia phai kip thoi thong bao cho Ngan Hang;

- Khi sur dung dich vu E-banking ctia Ngan Hang, Khach Hang phai chi trd cac khoan phi theo
biéu phi tiéu chuan lién quan dén dich vu E-banking ctia Ngan Hang va dong ¥ Ngan Hang chu
dong thu phi tir tai khoan cua Khach Hang;

- Khach Hang khong dugc iy 1y do xdy ra tranh chap voi bén thir ba dé tir chdi chi tra khoan
tién phai tra cho Ngan Hang;

- Khach Hang khong dugc ) v lam tén hai dén danh dy cua Ngan Hang hoac tan cong hé
thong E-banking ctia Ngin Hang;

- Khi Khach Hang thuc hién giao dich qua E-banking, néu cac chtrc ning dich vu ma Khach
Hang str dung lién quan dén cac quy tic hodc quy dinh nghiép vu khac ciia Ngan Hang thi Khach
Hang phai dong thoi tudn thii cac quy tic hodc quy dinh nghiép vu do;

- Néu trong thoi gian dai khong sir dung E-banking, Khach Hang can chii dong 1am thu tyc xin

chim dut sir dung.

Piéu3 Quyén loi, nghia vu ciia Ngan Hang
1. Quyén lgi

- Ngan Hang khong chiu trach nhiém vai bat ky thiét hai nao xdy ra do 15i Khach Hang dé 16
tén truy cap, mat khau, thong tin, phuong thirc xac thue vi bat ky 1y do gi;

- Ngén Hang khong chiu trach nhiém néu Khach Hang st dung phan mém, tai liéu hay tuan
theo céc chi dan khong do Ngan Hang cung cip;

- Ngan Hang c6 quyén lap biéu phi tiéu chuan dich vu E-banking va cong bd tai trang thong
tin dién tir chinh thirc va Phong Giao dich ciia Ngan Hang;



- Ngan Hang c6 quyén ning cip, cai tao hé thong E-banking;

- Ngan Hang c6 quyén tu dong thu thap thong tin thiét bi ma Khach Hang da tai ung dung dé
nhan dang thiét bi nhim phuc vu viéc tham dinh, phé duyét thiét bi ding ky st dung chirc ning
dang nhap va xac thuc bang sinh tric hoc theo quy dinh ciia Ngan Hang va hd tro theo ddi khi cin
thiét;

- Chu dong quyét dinh han mirc giao dich ap dung véi timg loai bién phap xac thuc nhim dam
bao an toan, han ché rii ro cho Khach Hang ciing nhu tun tha theo cac quy dinh phéap luat;

- Ngan Hang duoc mién trir moi trach nhiém phat sinh tir viéc thiét bi cua Khach Hang dang

ky/luu trit sinh trac hoc cua nguoi khac;

- Ngan Hang c¢6 quyén don phwong chim dut cung cip dich vu Ngan Hang dién tir cho Khach
Hang trong nhitng truong hop sau day: (i) Khach Hang khong tudn thu cac quy dinh lién quan cta
phap luat va ciia Ngan Hang ; (ii) Thuc hién theo yéu ciu ciia co quan chtc ning; (iii) Khach
Hang c6 hanh d6ng x4u, 1am ton hai d&én danh tiéng ciia Ngan Hang; (iv) Ngan Hang phat hién ¢
rui ro gia mao, lra dao; (v) Khach Hang khong thanh todn cac chi phi dung thoi han; (vi) Khach
Hang c6 tai khoan khong sir dung trong thoi gian dai theo quy dinh tai “Piéu khoan va diéu kién
chung vé sir dung tai khoan” hién hanh ctua Ngin Hang; (vii) Mot nim ké tir thoi diém Khach

Hang dang ky dich vu Ngan Hang dién tir nhung chua hoan tat th tuc nhan thiét bi bao mat;

- Ngan Hang can ct vao thoi gian va thong tin thao tac trén Ebanking cua Khach Hang lam
can ct xu ly nghiép vu;

- Néu xay ra mot trong cac tinh huéng dudi ddy dan d¢én Ngan Hang khong thé thuc hién dugc
chinh xac 1énh nghiép vu E-banking ma Khach Hang d& nghi thi Ngan Hang khong phai chiu bat
ky trach nhi¢m nao:

+ Lénh nghiép vu ma Ngan Hang nhan duogc khong rd rang, bi 15i, thong tin khong hoan
chinh;

+ 86 du tai khoan hodc mirc tin dung cua Khach Hang khong di;

+ Sb tién trong tai khoan cuia Khach Hang bi phong téa hodc bi khau trir theo quy dinh cua
phép luat;

+ Khach Hang khong thao tac ding theo cac quy dinh vé nghiép vu lién quan cua Ngan
Hang;

+ Xay ra cac tinh hudng bit kha khang hodc cc van dé khac khong phai do 15i cia Ngan

Hang.



- Khi thoa thuan chdm dirt hodc ngimng trong thoi gian con hiéu luc thi Ngan Hang khong tra
lai céc chi phi lién quan ma Khach Hang da ndp;

- Néu do hé thong E-banking ciia Ngan Hang bi 13, gip su ¢ hodc cac nguyén nhian khac lam
cho Khach Hang duoc loi khong chinh déang, Ngan Hang c¢6 quyén khdu trir cac khoan thu loi
khong chinh dang tir tai khoan ctia Khach Hang hodc tam ngung dich vu E-banking ctia Khach
Hang;

- Ngan Hang c6 quyén tir chdi cung cip dich vu Ngan Hang dién tir cho Khach Hang néu
Khach Hang khong truyén dit liéu theo phuong thirc yéu cau trong quy dinh nay.

2. Nghia vu

- Ngan Hang chiu trach nhiém vé tinh hop phap cta cac phan mém lién quan st dung trong
E-banking;

- Ngan Hang chiu trach nhiém kip thoi thu Iy dang ky dich vu E-banking cho Khach Hang, va
cung cip dich vu E-banking twong tmg theo nhu ciu ciia Khach Hang;

- Ngan Hang chiu trach nhiém cung cdp tu van dich vu vé E-banking cho Khach Hang, va
cong bd cac ndi dung nhu: gisi thiéu nghiép vu, hoi dap, cac quy tic giao dich tai cong thong tin
dién t chinh thirc cia Ngan Hang;

- Ngan Hang duoc sir dung tai lidu va chi tiét giao dich ciia Khach Hang trong pham vi cho
phép ciia phap luat. Ngan Hang c6 nghia vu giit bi mét cac tai liéu hd so va thong tin ma Khach
Hang cung cip, trir trudng hop ¢é quy dinh khéc cua phap ludt;

- Khi Khach Hang ding ky nhan thiét bi bio mat va dwoc Ngan Hang chap nhan, Ngan Hang
phai kip thoi giao thiét bi bio méat cho Khach Hang;

- Trong trudong hop hé thong ctia Ngan Hang dang van hanh binh thuong, Ngan Hang chiu
trach nhiém kip thoi xtr 1y chuan xac 1énh nghiép vu E-banking ma Khach Hang giri. Dich vu
duogc cung cap nhu sau:

+ Cung cap cho Khach Hang dich vu vén tin tai khoan 24/24 gio;

+ Pbi voi 1énh thanh toan Viét Nam dong trong hé thong, Ngan Hang s& lap tirc xir Iy va
ghi c6 vao tai khoan cta nguoi thu huong;

+ Pdi véi nhitng 1énh thanh toan ma ngudi thy huong mé tai khoan tai Ngan Hang khac tai
Viét Nam, dong thoi thong qua hé thdng chuyén khoan lién Ngan Hang, néu giri trude 16:00 trong
ngay lam viéc, Ngan Hang sé& xtr Iy ngay trong ngay, néu giri sau 16:00 trong ngay lam viéc, Ngan



Hang sé& xur 1y vao ngay lam viéc tiép theo;

+ P4i véi nhitng 1énh thanh toan nude ngoai tw dong s& dwoc kiém duyét va xt 1y vao
ngay lam viéc tiép theo néu thong tin day dii va chinh xac. Khach Hang can chu dong kiém tra
trang thai giao dich sau khi hoan tat giri 1énh.

- Ngan Hang c6 quyén thay d6i, tam ngirng cung cip dich vu do hé thdng ning cip, sira chira.
Tuy nhién vé nguyén tic, sb 1an thay doi, tam ngung thyuc té khong vuot qua 04 lan/nim, véi tong
thoi gian khong viot qua 04 gid, va Ngan Hang c6 trach nhiém thong bao cho Khach Hang vé
viéc thay d6i, tam ngung trude 05 ngiy;

- Khi nhan dugc phan anh vé dich vu E-banking tir Khach Hang, Ngan Hang phai kip thoi tién

hanh kiém tra va thong bao cho Khach Hang biét két qua kiém tra.

Piéu4 Thu thap va sir dung thong tin ciia Khach Hang

- Khach Hang ddng ¥ va cam két cung cip cho Ngan Hang cac thong tin chinh xéc, trung thuc,
day du. Truong hop Khach Hang tir chéi cung cap thong tin theo yéu cau, Ngan Hang c¢6 thé xem
x6ét viée tir chbi cung cép dich vu;

- Khach Hang dong ¥ dé Ngan Hang st dung, luu trit, cung cap thong tin Khach Hang cho
nhitng c4 nhin/ t6 chirc theo quy dinh cta phap ludt hodc theo yéu ciu cta co quan co thim
quyén;

- Khach Hang chip nhén, ddng ¥ va cho phép Ngan Hang sir dung thong tin Khach Hang dé
chia sé cho bén thir ba co hop tac voi Ngan Hang nhdm nang cao chit lugng phuc vu va loi ich
cua Khach Hang;

- Khach Hang ddng y thuc hién cac quyén va nghia vu khac theo cac Quy dinh chung vé& Bao

v¢ dir liu cd nhan do Ngan Hang quy dinh.

Piéu5 Canh bao vé riii ro

- Néu Khach Hang dong y dé nghi st dung dich vu E-banking do Ngan Hang cung cip, Khach
Hang duogc coi 1a dd hoan toan hiéu vé cac rui ro trong giao dich thong qua Ngan Hang dién tir, va
chép nhan nhiing thi¢t hai c6 kha ning xay ra tr hé théng nay;

- Ngan Hang str dung tdi da moi bién phép hitu hiéu dé bao vé su an toan cho tai liéu chung tir
va hoat dong giao dich ciia Khach Hang. Mac du viy, voi trach nhiém ddi véi Khach Hang, Ngan



Hang dic biét luu y v6i Khach Hang rang, nhitng rui ro ton tai trong dich vu Ngan Hang dién tir

bao gdm nhung khong gidi han cac truong hop dudi day:

+ Viéc luu thong tin tai khoan Ngan Hang, mat khiu, ma OTP trén dién thoai hodc ghi chu
trong trinh duyét web c6 thé tao co hoi cho ké gian d& dang chiém doat tai khoan khi thiét bi bi

danh cip hoic truy cip trai phép;

+ Viéc tai va cai dat ing dung tir cac ngudn khong déng tin cdy hodc truy cip vao cac trang
web chita md doc co thé khién dién thoai/may tinh bi nhidm phan mém gian diép, tir d6 ké gian s&

theo ddi va danh cip thong tin tai khoan Ngan Hang;

+ Wi-Fi cong cong 1a moi truong dé bi tAn cong, ké gian c6 thé theo ddi, can thiép vao dit
lidu truyén tai giira nguoi ding va hé théng Ngan Hang néu nguoi ding str dung Wi-Fi cong cong

thiéu do tin cay dé truy cap vao tai khoan Ngan Hang;

+ Khi hé diéu hanh dién thoai hodc tmg dung Ngan Hang khong duoc cip nhat thuong
xuyén, cac ban va bao mit méi s& khong dugc ap dung, khién thiét bi dé bi khai thac cac 16 hong

bdo méat da dugc cong bd cong khai;

+ Khach Hang c6 thé v6 tinh truy cip vao cac trang web gida mao hodc tin nhin lira ddo co
n6i dung gin giéng véi Ngan Hang that (dia chi URL c6 ky tu thay déi tinh vi), tir d6 nhap thong

tin c4 nhan va bi ké gian chiém doat thong tin tai khoan;

+ Pdi véi Khach Hang 1a t chire, quy dinh quéan 1y ndi bo thiéu chit ché di voi quy trinh
thAm duyét nghiép vu va cac 1énh nghiép vu do nhan vién khong cod thAm quyén cua Khach Hang

thao tac c6 thé din dén nhiing ton that tai chinh ma Khach Hang sé& phai tw chiu trach nhiém.

+ Trong mot sd trudng hop hé théng Ngan Hang c6 thé gip 16i xtr 1y giao dich, gy sai

léch s6 du tam thoi hodce gian doan dich vu.
- Pé bao vé an toan tai khoan,Ngan Hang khuyén cdo Khach Hang:

+ Khéng cung cép thong tin bao mat nhu tén truy cap, s tai khoan, thong tin ca nhan, mat

khiu, mi OTP,vv cho bit ky ai dudi bat ky hinh thirc nao;

+ Khéng truy cip vao cac dudng dan la hodc tai cac ung dung khong chinh thong;



+ Khéng thyc hién giao dich trén thiét bi cong cong hoidc khi dang ding Wi-Fi khong bao

A

mat;

+ Bao mat thiét bj ca nhan: Cai dit phan mém diét virus, nang cip cac bién phap bao mat

thiét bi nhu khoa man hinh va khoa tng dung, khong cai ing dung khong rd ngudn goc;

+ Chi cai dt img dung tir cac ngudn chinh théng nhu App Store, Google Play, CH Play

hodc dudng dan do Ngan Hang cung cap;

+ Kiém tra thong tin giao dich thuong xuyén nham phat hién bat thuong va thong bao ngay
cho Ngan Hang. Khi nghi ngd bi Itra ddo hodc co d4u hiéu xam nhép tai khoan hay 1ap tirc 1lién hé¢

ICBC dé dugc hd trg va phong toa tai khoan kip thoi dé ngin chin cac ton that vé tai san.

Piéu5 Ngon ngir
Béan Diéu khoan va Diéu kién Chung nay duoc l4p bang ngon ngir tiéng Viét, tiéng Anh va
tiéng Trung. Trong truong hop co bit ky sy khong thong nhit gitra cic ngdn ngir, ban tiéng Viét s&

duoc uu tién ap dung.



