INFORMACE O OCHRANE OSOBNICH UDAJU

Spravcem osobnich adaji klientl, potencialnich klientll, zastupcli obchodnich protistran a
pfipadné dalSich relevantnich osob (dale téz jako “subjektd (daji”) je Industrial and
Commercial Bank of China Limited, Prague Branch (dale jen ,ICBC*).

Zpracovanim osobnich Udaju se rozumi jakékoliv systematické operace s osobnimi Udaji jako
je jejich shromazdovani, zaznamenani, strukturovani, fazeni, pouzivani, ukladani,
pozméfovani, vyhledavani, nahlédnuti, Sifeni, vymazavani nebo likvidace.

Zpracovavat osobni udaje muze podle Nafizeni Evropského parlamentu a Rady (EU)
¢. 2016/679 (dale také jako ,GDPR) bud spravce, nebo zpracovatel. Spravcem osobnich
udaja je ten, kdo uréuje Ucel a zpUsob zpracovani osobnich Udajl, provadi jejich zpracovani
a odpovida za néj. Zpracovatelem je pak ten, kdo zpracovava osobni Udaje na zakladé
smluvniho vztahu se spravcem v rozsahu uréeném spravcem.

Kontaktni udaje spravce:

Industrial and Commercial Bank of China Limited, Prague Branch, odstépny zavod

ICO: 056 38 216

se sidlem Na Strzi 1702/65, 14000 Praha 4 — Nusle, Ceska republika

zapsany v obchodnim rejstfiku vedenym méstskym soudem v Praze, oddil A, vlozka 77659

I. Ziskani osobnich udajl a zasady pfi jejich zpracovani

Osobni udaje subjektl udaji ICBC ziskava pouze:
a) od samotnych subjektd udaju,
b) z vefejné dostupnych zdrojq,
c) od tretich osob opravnénych nakladat s osobnimi Gdaji subjektll udaji a predavat je
ICBC,
d) zvlastni Cinnosti.

PFi zpracovani osobnich udajli ICBC dodrzuje zakladni zasady, zejména:

a) ICBC informuje subjekty Udaji o zpracovani jejich osobnich udaji a o jejich
pravech souvisejicich s timto zpracovanim.

b) Osobni udaje subjektd udaju jsou zpracovavany vzdy pouze pro definovany Ucel,
a to zakonnymi prostfedky a pouze po dobu, ktera je nezbytna vzhledem k ucelu
jejich zpracovani. ICBC zpracovava pfesné osobni Udaje a pouze v takovém rozsahu,
ktery je nezbytny pro pIinéni smluvnich povinnosti resp. pro naplnéni uéelu, pro ktery
jsou osobni Udaje zpracovavany.

c) Osobni Udaje subjektl udaji jsou chranény stejné jako bankovni tajemstvi a jsou
zpracovavany zplUsobem, ktery zabranuje jakémukoliv neopravnénému i
nahodilému pfistupu k t¢mto osobnim udajim, k jejich zméné, zniceni, ztraté &i jejich
jinému neopravnénému zpracovani. Pro tyto ucely jsou v ICBC dodrzovana
odpovidajici technicka a organizacni opatfeni a veSkeré osoby, které pfijdou do
styku s osobnimi Udaji subjektll udajl, maji povinnost dodrzovat micenlivost
o informacich ziskanych v souvislosti se zpracovanim osobnich udaja.

d) PFi poskytovani produktid a sluzeb elektronickou cestou mohou byt vyuzivany
cookies, soubory, které se ukladaji na zafizeni uzivatele.

Il. Zpracovani osobnich udaji bez souhlasu subjektu udaju
Osobni udaje subjektu udaji maze ICBC zpracovavat bez souhlasu k:
1. PInéni smluvnich povinnosti vyplyvajicich ze smlouvy s klientem za ucelem:
a) uskute¢néni obchodu s klientem a dodrzovani smluvnich povinnosti tak, aby bylo

mozné uzavfit a plnit smlouvu bez nepfiméfenych pravnich rizik,
b) nabizeni produktd a sluzeb, které souvisi s uzavienym obchodem.



2. PInéni zakonnych a jinych pravnich povinnosti, zejména pak zékona ¢. 21/1992, o bankach,
v platném znéni, zakona ¢. 253/2008 Sb., o nékterych opatfenich proti legalizaci vynosu
z trestné cinnosti a financovani terorismu, v platném znéni, zakona ¢. 563/1991 Sb.,

0 ucetnictvi, v platném znéni.

3. Ochrané prav a pravem chranénych zajma, kde se jedna zejména o zpracovani osobnich
Udaju v pfipadé:
a) feSeni sporné agendy, zejména pro Ucely soudnich &i jinych sporu,
b) vymahani pohledavek,
c) realizace zajisténi,
d) vnitfni vyzkumy, analyzy ¢&i vyhodnocovani, interni reporting nebo vnitini
administrativni ucely v ramci skupiny ICBC,
e) pofizovani kamerovych zaznamu v obchodnich mistech ICBC za U¢elem ochrany
majetku,
f)  nabizeni produktl a sluzeb stavajicim klientim.

lll. Zpracovani osobnich udajli se souhlasem subjektu udaji

Na zakladé souhlasu subjektu Udaja ICBC zpracovava osobni udaje:
a) za ucelem péce o klienty, pokud jde o &innosti, které nepfedstavuji pInéni smlouvy
ani jiny zakonny ramec zpracovani osobnich Udaji a které spocivaji ve vyzkumech
trhu, nebo monitoringu chovani klientd v souvislosti s nabizenymi sluzbami.

IV. Rozsah zpracovani osobnich udajt

ICBC zpracovava osobni Udaje pouze v rozsahu nezbytném pro naplnéni uc¢ell uvedenych
v ¢l. Il a lll. Zpracovavany jsou zejména nasledujici kategorie osobnich udajua:

a) Identifikacni a kontaktni Udaje — zejm. jméno, pfijmeni, datum a misto narozeni,
rodné Cislo, adresa trvalého pobytu pfipadné jiného bydlisté, druh, Cislo a platnost
prikazu totoznosti, telefonni Cislo, e-mailova adresa, ID datové schranky ¢&i jiny
obdobny kontaktni udaj. DalSimi moznymi identifikacnimi udaji jsou IP adresa
klientem pouzivaného zafizeni, podpisovy vzor. Rodné &islo subjektu udaju ICBC
zpracovava ze zakonnych ddvodd pro moznost uskuteénéni bankovnich obchodi
bez nepfiméfenych pravnich rizik. Vzhledem k zakonné povinnosti fadné
identifikovat klienty zpracovava ICBC udaje o prukazech totoznosti, na zakladé
vyslovného souhlasu pak muze pofizovat kopie téchto prikazu.

b) Udaje nezbytné k rozhodnuti o uzavieni smlouvy s klientem — jedna se zejména
0 Udaje nutné k posouzeni rizikovosti z pohledu prevence legalizace vynosu
z trestné Cinnosti a financovani terorismu.

c) Udaje nezbytné k uzavfeni pracovni smlouvy — jednd se zejména o Udaje
o pfipadnych trestech, exekucich a insolvenénim fizeni.

d) Kamerové zaznamy — kamerové zaznamy jsou pofizovany vyhradné pro ucely
ochrany majetku ICBC a majetku, zdravi a Zivota subjektd udajl. O uziti kamerového
systému jsou subjekty dajd informovani prostfednictvim informaéni tabulky.

ICBC nezpracovava osobni Udaje spadajici mezi zvlastni kategorie osobnich udajl, resp. tzv.
citlivé udaje (jakou jsou zejména Udaje vypovidajici o rasovém ¢&i etnickém puUvodu, uUdaje o
nabozenském ¢i filozofickém presvédéeni, udaje o zdravotnim stavu nebo Udaje o sexualnim
Zivoté ¢i orientaci fyzické osoby).

V ramci zpracovani osobnich (daju nedochazi k automatizovanému rozhodovani ani k
profilovani dle ¢l. 22 GDPR.



V. Zpusob a doba zpracovani osobnich udaju

ICBC zpracovava osobni Udaje subjektd udaji manualnim i automatickyym zpracovanim
v informacnich systémech.

Osobni udaje subjektl Udajl jsou zpracovavany pouze po dobu, ktera je nezbytna vzhledem k
UCelu zpracovani. Pokud jiz ucel neexistuje, jsou osobni udaje likvidovany &i vymazavany.

Obecné plati, Ze osobni udaje subjekti udaji jsou zpracovavany po dobu trvani smluvniho
vztahu a dalepo doibu, po kterou existuje dlivod dany platnou pravni Upravou nebo samotnou
smlouvou.

V pfipadé zpracovani osobnich Udajl na zakladé souhlasu zanika pravo zpracovavat takové
Udaje dobou, na kterou byl souhlas udélen, anebo odvolanim souhlasu ke zpracovani
osobnich udaju.

VI. PFijemci osobnich udaju

Osobni udaje subjektt udajli mohou byt poskytnuty tfetim osobam, a to bud

a) ze zakonnych ddvodu, anebo

b) na zakladé souhlasu subjektu udaju,
pficemz s takovymi osobami ma ICBC uzavien smluvni vztah, ktery predpoklada stejny
standard ochrany osobnich udaju, jaky dodrzuje ICBC.

Bez souhlasu subjektu udajll je ICBC opravnéna predavat osobni Udaje:

a) prislusnym organiim statni spravy, soudliim a organiim &innym v trestnim fizeni za
ucelem plnéni jejich povinnosti a pro uéely vykonu rozhodnuti,

b) jinym poskytovatellm platebnich sluzeb, pokud je to nezbytné z dlivodu pfedchazeni
a odhalovani podvodu v oblasti platebniho styku,

c) subjektim patficim do skupiny osob majetkové propojenych s ICBC, a to pro ucely
plnéni povinnosti tykajicich se dohledu nad bankami na konsolidovaném zakladé
nebo dopliikového dohledu a pinéni pravidel obezietného podnikani, dodrzovani
pravnich a smluvnich povinnosti, ochrany prav a pravem chranénych zajma, péce
o klienty a vzajemného informovani o davéryhodnosti klientli; mezi tyto subjekty
patfi:

i. Industrial and Commercial Bank of China Limited, spole¢nost zalozena
podle prava Cinské lidové republiky, se sidlem 100140 Xicheng District,
Beijing, Fuxingmennei Avenue 55, Cinska lidova republika, &islo registrace:
91100000100003962T (4-1)

d) smluvnim partnerm ICBC za uUcelem pInéni smluvnich povinnosti vaé&i klientdim,
jedna se napf. o spolecnosti zajistujici doruGovani zasilek klientdm, spoleénosti
zajistujici provoz a podporu informacnich systému, spoleénosti zajistujici archivaci
listinnych dokumentd apod.

e) predany mohou byt udaje o fyzickych a pravnickych osobach se sidlem v jiné zemi
nez je Ceska republika (obecngji tzv. dafiovymi nerezidenty), ktefi jsou maijiteli
finanénich uétd v Ceské republice; informace o téchto finanénich uétech budou
vymeéfiovany vzajemné mezi danovymi spravami jednotlivych zemi prostfednictvim
lokalnich finan&nich instituci; Udaje platné k 31. 12., budou pfedany ¢eskému spravci
dané (finanénimu Ufadu), a to nejpozdéji do 30. 6. nasledujiciho roku, a ten je
nasledné pfeda spravci dané v zemi, kde je subjekt udaju danovym rezidentem; s
udaiji je nakladano v souladu s platnou legislativou na ochranu osobnich tdajd a jsou
sdélovany pouze spravci dané na zakladé zakonnych pozadavka,

f)  dalSim osobam v rozsahu stanoveném pravnimi pfedpisy.



VII. Povérenec pro ochranu osobnich udaju

Ve v8ech zalezitostech souvisejicich se zpracovanim osobnich udajd, se subjekty udaja

mohou obracet na Povéfence pro ochranu osobnich udaji (DPO).

Povérence Ize kontaktovat kterymkoliv z nasledujicich prostredk:

® E-mailem na adrese: dpo@cz.icbc.com.cn

® Telefonem: 00420 237 762 888

® Pisemné nebo osobné na adrese: Industrial and Commercial Bank of China Limited,
Prague Branch, Na Strzi 1702/65, 14000 Praha 4 — Nusle.

VIII. Prava subjekt udajt

V pfipadé, Ze si subjekt udajl preje uplatnit nékteré ze svych prav dle ¢l. 15-21 Nafizeni
Evropského parlamentu a Rady (EU) 2016/679 (Obecné nafizeni o ochrané osobnich
udaja), mize avSak nemusi vyuzit formular publikovany na webové strance ICBC. Vyplnény
formulaf muze byt pfedan v papirové podobé postou nebo osobné, nebo mize bat zaslana
jeho elektronicka kopie (sken) na e-mailovou adresu Povéfence pro ochranu osobnich udaju.

Zadost o vykon prav subjektu Gdajtl dle GDPR:
https://v.icbc.com.cn/userfiles/Resources/ICBC/haiwai/Prague/download/2020/DataSubjectEx
erciseofRightsRequestFormCz.doc

Mezi zakladni prava subjektu udaju patfi:
a) byt informovan o zpracovani svych osobnich udaju pfi shromazdovani osobnich
udaju,

) pravo na pfistup k osobnim Gdajim,

c) pravo na opravu, resp. doplnéni,

d) pravo na vymaz,

€) pravo na omezeni zpracovani,

f)  pravo na pfenositelnost udajd,

g) pravo vznést namitku,

h) pravo nebyt pfedmétem automatizovaného individualniho rozhodovani s pravnimi &i
obdobnymi uginky, zahrnujice i profilovani.

Podani stiznosti u Ufadu pro ochranu osobnich udajd proti provadénému zpracovani osobnich
udaju maze byt podana u Ufadu pro ochranu osobnich udaj se sidlem Pplk. Sochora 27, 170
00 Praha 7.

Dalsi informace o Obecném nafizeni o ochrané osobnich udaju jsou k dispozici zde:
WWW.UOOU.CZ

Textace GDPR nafizeni:
http://eur-lex.europa.eu/legal-content/CS/ALL/?uri=CEL EX:32016R0679
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DATA PROTECTION NOTICE

The data controller of the personal data of clients, potential clients, representatives of business
counterparties and other relevant persons (hereinafter also referred to as “data subjects”) is
the Industrial and Commercial Bank of China Limited, Prague Branch (“the Branch”).

Processing of personal data means any systematic operation on personal data such as
collection, recording, structuring, arrangement, use, storage, alteration, retrieval, consultation,
dissemination, erasure or disposal.

Under Regulation (EU) 2016/679 of the European Parliament and of the Council (‘GDPR”),
personal data may be processed by either a controller or a processor. The controller of
personal data is the one who determines the purpose and method of processing personal data,
carries out the processing and is responsible for it. The processor is the one who processes
personal data on the basis of a contractual relationship with the controller to the extent
specified by the controller.

Contact details of the controller:

Industrial and Commercial Bank of China Limited, Prague Branch

ICO: 056 38 216

with its registered office at Na Strzi 1702/65, 14000 Praha 4 — Nusle, Ceska republika
registered in the Commercial Register maintained by the Municipal Court in Prague, Section A,
Insert 77659

I. Collection of personal data and principles of processing

The Branch only obtains personal data about the data subjects::
a) from the data subjects themselves,
b) from publicly available sources,
c) from third parties authorized to handle and transfer personal data of data subjects to
the Branch,
d) from its own activities.

When processing personal data, the Branch adheres to the basic principles, in particular:

a) The Branch informs the data subjects about the processing of their personal data
and their rights related to this processing.

b) Personal data of data subjects are always processed only for the defined purpose, by
lawful means and only for the time necessary in relation to the purpose of processing.
The Branch processes personal data accurately and only to the extent necessary for
the performance of contractual obligations or for the fulfillment of the purpose for
which the personal data are processed.

c) Personal data of data subjects shall be protected in the same way as banking
secrecy and shall be processed in a manner that prevents any unauthorized or
accidental access to, alteration, destruction, loss or other unauthorized processing of
such personal data. For these purposes, the Branch maintains appropriate technical
and organizational measures and all persons who come into contact with the
personal data of data subjects are required to maintain the confidentiality of
information obtained in connection with the processing of personal data.

d) When providing products and services electronically, cookies, files that are stored on
the user's device, may be used.



Il. Processing of personal data without the data subject's consent

Personal data of the data subject may be processed by the Branch without the consent for
following reasons:

1. To perform contractual obligations under a contract with a client for the purpose of:
a) to carry out business with the client and to comply with contractual obligations so that
the contract can be concluded and performed without undue legal risks,
b) offering products and services related to the concluded transaction.

2. Compliance with statutory and other legal obligations, in particular Act No. 21/1992, on
Banks, as amended, Act No. 253/2008 Coll., on Certain Measures against the Legalization of
Proceeds of Crime and Terrorist Financing, as amended, Act No. 563/1991 Coll.,, on
Accounting, as amended.

3. Protection of rights and legally protected interests, in particular the processing of personal
data in the case of:
a) dispute resolution, in particular for the purposes of litigation or other disputes,
b) debtrecovery,
c) the execution of collateral,
d) internal research, analysis or evaluation, internal reporting or internal administrative
purposes within the ICBC Group,
e) taking CCTV footage at the Branch’s business locations for the purpose of protecting
property,
f)  offering products and services to existing clients.

lll. Processing of personal data with the consent of the data subject

The Branch processes personal data on the basis of the data subject's consent:

a) for the purpose of client care in respect of activities which do not constitute the
performance of a contract or other lawful framework for processing personal data
and which consist of market research or monitoring client behaviour in relation to the
services offered.

IV. Scope of processing of personal data

ICBC processes personal data only to the extent necessary to fulfil the purposes set out in
Articles Il and lll. In particular, the following categories of personal data are processed:

a) Identification and contact data - in particular name, surname, date and place of birth,
birth number, permanent or other residential address, type, number and validity of
identity card, telephone number, e-mail address, data box ID or other similar contact
data. Other possible identification data are the IP address of the device used by the
client, signature pattern. ICBC processes the birth number of the data subject for
lawful reasons to enable banking transactions to be carried out without undue legal
risks. Due to the legal obligation to properly identify clients, ICBC processes data on
identity cards and may make copies of these cards on the basis of explicit consent.

b) Data necessary for the decision to enter into a contract with a client - this is in
particular data necessary for the assessment of risk in terms of the prevention of
money laundering and terrorist financing.

c) Data necessary for the conclusion of an employment contract - this includes in
particular data on possible criminal convictions, enforcement and insolvency
proceedings.

d) CCTV footage - CCTV footage is taken solely for the purpose of protecting ICBC
property and the property, health and life of the data subjects. Data Subjects are
informed of the use of the CCTV system through an information board.



The Branch does not process personal data falling under special categories of personal data,
or so-called sensitive data (such as, in particular, data revealing racial or ethnic origin, data
concerning religious or philosophical beliefs, data concerning health or data concerning the
sex life or orientation of an individual).

The processing of personal data does not involve automated decision-making or profiling
pursuant to Article 22 of the GDPR.

V. Method and duration of processing of personal data

The Branch processes personal data of data subjects by manual and automatic processing in
information systems.

The personal data of data subjects are processed only for the time necessary for the purpose
of the processing. If the purpose no longer exists, the personal data are destroyed or deleted.

In general, personal data of data subjects are processed for the duration of the contractual
relationship and for as long as there is a reason under applicable law or the contract itself.

In the case of processing of personal data on the basis of consent, the right to process such
data shall cease upon the expiry of the period for which consent was given or upon withdrawal
of consent to the processing of personal data.

VI. Recipients of personal data

Personal data of data subjects may be disclosed to third parties, either

a) for lawful reasons, or

b) on the basis of the data subject's consent,
whereby the Branch has a contractual relationship with such persons which provides for the
same standard of data protection as that maintained by the Branch.

The Branch is entitled to transfer personal data without the consent of the data subject:

a) to the relevant public authorities, courts and law enforcement authorities for the
purpose of carrying out their duties and for the purpose of enforcing decisions,

b) to other payment service providers where necessary for the prevention and detection
of payment fraud,

c) entities belonging to a group of persons with property links to ICBC Group, for the
purposes of fulfilling their duties relating to the supervision of banks on a
consolidated basis or supplementary supervision and the fulfiiment of prudential
rules, compliance with legal and contractual obligations, the protection of rights and
legally protected interests, customer care and mutual information on the
trustworthiness of customers; such entities include:

i. Industrial and Commercial Bank of China Limited, a company existing
under the Law of the People's Republic of China, with its registered office
at 100140 Xicheng District, Beijing, Fuxingmennei Avenue 55, People's
Republic of China, registration number: 91100000100003962T(4-1)

d) to Branch's contractors for the purpose of fulfilling contractual obligations to clients,
e.g. companies providing delivery of parcels to clients, companies providing
operation and support of information systems, companies providing archiving of
documents, etc.

e) data on natural and legal persons with their registered office in a country other than
the Czech Republic (generally known as non-resident taxpayers), who are owners of
financial accounts in the Czech Republic, may be transmitted; information on these
financial accounts will be exchanged between the tax administrations of the
individual countries through local financial institutions; data valid as at 31 December
will be forwarded to the Czech tax administrator (tax office) no later than 30 June of
the following year, which will then forward it to the tax administrator in the country
where the data subject is a tax resident; the data is handled in accordance with the



applicable legislation on the protection of personal data and is only disclosed to the
tax administrator on the basis of legal requirements,
f)  to other persons to the extent provided for by law.

VIl. Data Protection Officer

In all matters related to the processing of personal data, data subjects may contact the Data

Protection Officer (DPO).

The DPO can be contacted by any of the following means:

® By email at: dpo@cz.icbc.com.cn

® By phone: 00420 237 762 888

® In writing or in person at: Industrial and Commercial Bank of China Limited, Prague
Branch, Na Strzi 1702/65, 14000 Praha 4 — Nusle.

VIIl. Data subjects' rights

If the data subject wishes to exercise any of his/her rights under Articles 15-21 of Regulation
(EU) 2016/679 of the European Parliament and of the Council (General Data Protection
Regulation), he/she may, but does not have to, use the form published on the Branch’s
website. The completed form may be handed over in paper form by post or in person, or an
electronic copy (scan) may be sent to the email address of the Data Protection Officer.

Data subject request form:
https://v.icbc.com.cn/userfiles/Resources/ICBC/haiwai/Prague/download/2020/DataSubjectEx
erciseofRightsRequestFormEn.doc

The basic rights of the data subject include:

a) to be informed of the processing of his or her personal data when personal data are
collected,

b) the right to access personal data,

c) the right to rectification or completion,

d) the right to erasure,

e) the right to restriction of processing,

f)  the right to data portability,

g) the right to object,

h) the right not to be subject to automated individual decision-making with legal or
similar effects, including profiling.

A complaint to the Office for Personal Data Protection against the processing of personal data
may be filed with the Office for Personal Data Protection, located at Pplk. Sochora 27, 170 00
Praha 7.

Further information on the General Data Protection Regulation is available here:
WWW.UOOU.CZ

Text of the GDPR Regulation:
http://eur-lex.europa.eu/legal-content/CS/ALL/?uri=CELEX:32016R0679
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